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Disinformation – why it (often) works  and why this can impact our 
security?  
All societies, countries, organisations, and 
private individuals functioning in public 
information space are confronted with the 
challenge of disinformation. The term 
originating in Russian language 
(dezinformatsiya1 is defined by NATO as “the 
deliberate creation and dissemination of 
false and/or manipulated information with 
the intent to deceive and/or mislead.”2  It 
hampers an honest and transparent debate, 
twists/distorts the facts which are the basis for rational deliberation and decision-making. 
The offensive goal of disinformation is obvious – to gain advantage over your 
opponent/competitor through dishonest means of lies, half-truths, deception and 
psychological manipulation.3 In the case of authoritarian regimes its purpose can also be 
defensive – to distract attention from and/or cover-up shameful facts about its own 
crimes, deficiencies, and hostile policies. 

All the above is by now well-known. Disinformation, part of hybrid operations, is one of the 
most studied phenomenon of current politics.4 The motives, the instruments,5 the modus 
operandi6 of those who engage in disinformation are dissected on daily basis with precision 
and skill. We know a lot about the doctrine of information confrontation ,7 about state 
propaganda messages promoted at a very high level, social media world of trolls and 
disinformation bloggers, outfits posing as independent think-tanks, or work of pseudo-
media in e.g., Russia or China. The literature8 on the subject is plentiful and contains lots of 
recommendations.9 Even international institutions such as NATO10  or the European Union11 
have established specialised outfits to gain expertise against this challenge. 

Thus, it is rather worth to focus on the crucial aspect of generating impact via 
disinformation, which affects the calculus behind security policies of NATO and its member 

Disinformation onslaught is like a mirror put in front of 
us – if we like what we see, we will resist falsified 

narratives with confidence and will counter them with 
success 
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states: sentiments, ingrained assumptions, and willingness to focus on the problem by 
intended audiences subjected to disinformation campaigns. Disinformation works like the 
law of quantum physics – each atom has an individual “footprint’’ which for example 
decides what colour do we see when a photon hits a given surface.12 Likewise, the way a 
recipient/target of a given disinformation narrative reproduces (or not) the content depends 
on its own information footprint and identity. Fully stopping disinformation efforts is 
exceedingly difficult (if not impossible), but the level of resilience to it is something that we 
can shape to a large extent, depending on the approach taken.  

Let’s discuss the impact of some key themes promoted by our adversaries/competitors 
intended to change our security policy calculus. 

1. Adversary is not guilty of violating any norms and values, and even when it is, its guilt is 
relative 

This is the foundation on which other strands of disinformation are built. In essence, 
disinformation producers strive to deny wrongdoings until overwhelming facts make it 
impossible (sometimes even after that). Thus the Iranian regime has strenuously denied 
sending weapon systems to any side in Russia’s war against Ukraine,13 even though 
Russians themselves boast of using Iranian drones. China claims to be a pillar of respect for 
territorial integrity and peace, while making direct threats14 towards Taiwan and condoning 
Russia’s attack on a sovereign neighbour. Attempting to falsify history is another strand, 
which in Russia it is taken to extremes – as anybody who has listened to Putin’s rants15 
about the “non-existence” of Ukraine as a sovereign nation can easily verify. No war crimes, 
political bribery and influence operations, aggressive spying or weaponising of every aspect 
of international relations (economic, energy, culture, sport etc.) are ever acknowledged. 

If actions clearly contradict espoused policies, disinformation actors seek to minimise the 
gravity of violations and/or blame the others for similar offences (e.g. Russian fascist-like 
behaviour in occupied parts of Ukraine is blamed on allegedly fighting “Nazism”16, Chinese 
economic exploitation of poor countries in Africa17 is downplayed by constant references to 
Western colonialism etc.). Often, an imperfect grasp of history18  shown by some Western 
opinion-leaders helps Putin’s regime to spread the myth that Russia was a just poor victim 
of the end of the Cold War. 
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None of those narratives stand up to any critical scrutiny. Many are downright crazy.19  But 
they do produce some effects by “muddying the waters” on facts, sowing doubt on 
credibility of those states or institutions condemning violations of international norms and 
relativising the obvious guilt of states challenging international stability. This, in turn, makes 
it more difficult to build consensus for sanctions (and their rigid implementation), to argue 
for expensive spending on defence resources and to undertake tough measures aimed at 
restricting malign operations. After all, if the adversaries are not as dangerous as portrayed 
or commit acts replicating those associated with the West, then perhaps we should not 
treat the threats they pose as serious or worthy of a response? 

The propensity to fall for this theme of disinformation may be driven by various 
considerations. These include such diverse sentiments as fear of losing economic profits,   
dismissive20 attitude towards expertise of others, reluctance21  to change policies shown not 
to be working, residual historical sensitivities,22 to cite just a few. The common feature is a 
search for excuses to refuse acknowledging a confrontation imposed by an adversary. 
Among individuals, some intellectual or business celebrities (or those who want to become 
celebrities) are especially prone to parrot such disinformation, due to their own sense of 
ego,23 pushing them to become conscious or unconscious enablers of this disinformation. 
Hence the propensity for unrealistic proposals24 or “initiatives for peace,” or naïve promotion 
of dialogue at any cost, even with those who are openly conducting genocidal policies. 
These dilute focus and waste political attention needed for generating appropriate security 
and defence responses. 

2. Autocracies like China or Russia deserve full recognition as bona fide world powers, and 
should be treated with respect irrespective of their behaviour 

This is a particularly popular misconception, colouring the views of many politicians and 
experts on different sides of the political spectrum. Among academics it takes the form of 
promoting a kind of false realism (vide views of John Mearsheimer).25 It was fully on display 
prior to 24 February 2022 when Russia was engaged in faked “security architecture 
debates” serving to obscure preparations for a planned aggression against Ukraine. 
Moscow’s disinformation drive spared no efforts to convince the world that its demands 
towards Ukraine and NATO were rational and reasonable – and that it was NATO’s fault26  
not to recognise them as such. Although Kremlin demanded the impossible – de facto 
subordination of Ukraine to Russia’s policy, political and military loss of sovereignty, or 
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restriction of Allies’ right of collective defence – there were multiple voices arguing that 
Russia was justified in seeking a de facto sphere of influence and rejection of its wishes was 
a provocation and a threat to peace. Since then, the same perverted logic has led to calls27 
for either desisting from supplying Ukraine with new defensive systems, allegedly in order 
to avoid “escalation of the conflict”, or aimed to force it into diplomatic negotiations28 with 
Moscow who questions Ukraine’s right to exist. One sees similarities in arguments for 
accepting China’s right to take over Taiwan – even by force and against the wishes of the 
people concerned. 

Those who accept, even partially, the “Macht is Recht” narrative are wrong on many levels. 
Historical analogies, e.g., comparisons to democracies aligning with USSR to defeat Nazi 
Germany, conveniently ignore the realities of the Second World War, which do not fit the 
conditions existing today.  “Pseudo-realists” who function as enablers for cynical narratives 
of aggressive powers, overlook the consensus enshrined in the UN Charter. It bestows 
special rights on five permanent members of the Security Council for the purpose of 
upholding international peace and stability, and not as a permission to flaunt international 
law.  

Moreover, fixation on special role of great powers, often leads to unjustified acceptance of 
propaganda narratives about their unique efficiency and predictability of behaviour. 
Combined with persistent claims (by modern Kremlinologists or Sinologists) that 
authoritarian states cannot be influenced from outside, the image of impenetrable fortress 
has become ingrained in the psyche of many Western decision-shapers.  

Russian disinformation managers are determined to create the impression of unique 
military prowess of Russia. Lawrence Freedman29 describes the aim of such disinformation 
(often served in a form of propaganda reminiscent of Soviet times) to “present Russia as a 
country with unlimited power, a will to use it, and little sense of proportion, so that any 
minor provocation could result in terror raining down on the perpetrator.” Coupled with 
invoking memories of Soviet victory in the Second World War, while ignoring the role of the 
Red Army in subjugating large parts of Europe after 1945 and military confrontation with 
NATO, this disinformation narrative has been aimed at those who may feel forced to accept 
Russia’s global power status as a step towards stability and frighten those who consider 
any form of military confrontation as abhorrent.  
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3. Using nuclear threats to frighten international community. 

Nuclear disinformation brinkmanship is worth a separate mention here. The spectrum of 
atomic Armageddon has haunted humanity since Hiroshima. Ordinary people and political 
leaders are ready to go an exceptionally long way to avoid a risk of a nuclear war. But while 
difficult  (vide numerous “letters from intellectuals”30  advocating caving in to aggression for 
the sake of “peace”), it is perfectly possible to explain to the public that to minimise the risk 
of an actual use of nuclear weapons you need to answer such blackmail with firmness not 
fear. After all, Putin regime’s disinformation narratives resemble old tactics from the Cold 
War (playing on the propensity for peace and dialogue in democratic societies), immortalised 
by the phrase “Better red than dead.”  

In the end, nuclear threats are designed to sap morale and reduce willingness to stand up to 
the challenge. Which is exactly why, on Putin’s watch, Russia has been constantly resorting 
to nuclear threats in the most irresponsible way. The level of irresponsibility has clearly risen 
as Russia has been suffering military setbacks in Ukraine. Some have called this form of 
blackmail lurid apocalypticism31 .  The specific disinformation campaign started in spring 
202232  – continued for months and was led by people like Minister of Defence Shoigu33 – 
has involved warnings issued to several NATO ministers about an alleged threat of Ukraine 
using a “dirty bomb.” In reality, this is a somewhat desperate and transparent disinformation 
ploy34  to threaten the world with a made-up pretext (or a false flag operation) for a possible 
nuclear retaliation by Russia – to diminish support for Ukraine. A joint response of the three 
nuclear Allies (P3)35  has shown that this tactic will not work if united stand is adopted. And 
NATO will continue to ensure that its own nuclear deterrent remains credible.36  This will not 
stop Russian officials from trying though. 

4. The myth of the powerless West 

The above disinformation strands are linked by a meta-narrative trying to amplify and seize 
on existing fissures among Western states. It involves presenting the picture of a disunited 
West, falsely contrasted with alleged strength of partnerships enjoyed by autocracies in 
relations with third parties, by spreading a mixture of messages involving lies and partial 
truths. 

The facts are the best antidote to falsehoods. A few examples. There is a queue of countries 
wanting to in NATO, while the Collective Security Treaty Organization (CSTO)37 members no 
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longer trust Russia even for holding exercises. In the long run, the West has proven to be 
more successful in dealing with the Covid38  pandemic than autocracies. And democracies 
remain by far a bigger magnet for migration by those seeking a better, freer, and providing 
good life opportunities, that aggressive and despotic regimes. 

Resorting to disinformation (especially by people like Putin who rule primarily through fear 
and corruption) is a sign of weakness of autocrats, not of their strength. Large part of the 
difficulties faced by democratic societies when confronted with disinformation can be seen 
as a self-inflicted wound. Intellectually, the existing fashion for post-modernistic thinking 
which relativizes all values39  – thus questioning the existence of universal values - restricts 
ethical judgment of views promoted by disinformation narratives.  

War against Ukraine should have taught us many lessons,40  chief among them the 
realisation that nobody can remain indifferent to a glaring evil inflicted on that country by 
Russia. Ukrainians themselves have showed commendable skill in exposing and countering 
Russian disinformation. 

The war has confirmed the falsehood of many disinformation myths. The Russian Armed 
Forces have proven to be rotten to the core by corruption and ineptitude, The Putin regime 
– through its shambolic mobilisation41 drive – showed its real criminal and incompetent face 
to Russians and other people. Any disinformation efforts to portray Russia (and those 
states supporting it) as responsible international actors, now lack any credibility in the face 
of war crimes, violations of international law and destructive effect on world security and 
economic stability. Ironically, when faced with life-or-death situations, Russians themselves 
have begun to rediscover a taste for genuine facts and truth, suddenly turning in large 
numbers to independent Russian news outlets producing content abroad. 

Interestingly, disinformation campaign patterns have shown only a partial overlap between 
Beijing and Moscow’s efforts. Yes, when it proven convenient for China, it has supported 
some Russian narratives, especially those critical of the West. But the fear of sanctions and 
concern for its own strategic reputation in the West, have so far prevented China from 
copying the most aggressive forms of Russian disinformation (especially on nuclear threats 
or even recognition of occupied Ukrainian territories as part of Russia). 

Conclusion  
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1. Disinformation onslaught is like a mirror put in front of us – if we like what we see, we will 
resist falsified narratives with confidence and will counter them with success. Nothing is 
perfect and we know that unity of views is a goal, not a given. But people across the world 
do know that freedom, human rights, respect for others and international principles are 
genuine values that trump lies, aggression, censorship, and old-fashioned propaganda 
softening the ground for disinformation, anytime. And, as even a modest knowledge of 
history and personal experience confirms, standing up to bullies (politically, economically, 
and militarily) to defend ourselves, in spite of disinformation attempts to convince us 
otherwise, will increase our security, not diminish it.  

Author:  Robert Pszczel, Senior Resident Fellow, Casimir Pulaski Foundation  
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39

 Good analysis of modern moral relativism is provided in “12 Rules for Life” by Jordan B. Peterson, foreword 
by Norman Doidge, pp. xviii-xxiii, Penguin Books, 2019 
40

 I offered my own take on those lessons in July last year - NATO Review - The consequences of Russia’s 
invasion of Ukraine for international security – NATO and beyond 
41

 Public information spaces abound with horrific details of Russian ineptitude in organizing new recruits for the 
war – vide (3) ChrisO_wiki on Twitter: "1/ More unhappy mobilised Russian soldiers deployed to Ukraine have 
spoken out about a chaotic mobilisation that has left them on a front line in eastern Ukraine with no training, 
no usable weapons, no food, no water, no orders and commanders they feel are lying to them. ⬇️ 
https://t.co/yxkpOtda9d" / Twitter or Prigozhin’s new pipeline (novayagazeta.eu) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://robertedwinkelly.com/2022/10/22/russia-wont-use-nuclear-weapons-in-ukraine-enough-with-your-creepy-dr-strangelove-fantasies/
https://robertedwinkelly.com/2022/10/22/russia-wont-use-nuclear-weapons-in-ukraine-enough-with-your-creepy-dr-strangelove-fantasies/
https://tass.com/defense/1442031
https://www.reuters.com/world/russias-shoigu-holds-second-call-with-us-defense-secretary-three-days-2022-10-23/
https://twitter.com/walberque/status/1584954934226669568?s=20&t=80aE-daAgIauXluOfQypCQ
https://twitter.com/walberque/status/1584954934226669568?s=20&t=80aE-daAgIauXluOfQypCQ
https://twitter.com/walberque/status/1584954934226669568?s=20&t=80aE-daAgIauXluOfQypCQ
https://twitter.com/walberque/status/1584954934226669568?s=20&t=80aE-daAgIauXluOfQypCQ
https://www.gov.uk/government/news/russian-war-in-ukraine-p3-statement
https://www.gov.uk/government/news/russian-war-in-ukraine-p3-statement
https://www.bloomberg.com/opinion/articles/2022-10-20/nuclear-drills-near-russia-show-putin-that-nato-won-t-back-down?leadSource=uverify%20wall
https://www.bloomberg.com/opinion/articles/2022-10-20/nuclear-drills-near-russia-show-putin-that-nato-won-t-back-down?leadSource=uverify%20wall
https://www.rferl.org/a/russia-club-csto-ukraine-military-alliance/32079498.html
https://www.rferl.org/a/russia-club-csto-ukraine-military-alliance/32079498.html
https://www.brookings.edu/blog/order-from-chaos/2022/03/11/taiwans-people-are-not-impressed-with-chinas-zero-covid-status/
https://www.brookings.edu/blog/order-from-chaos/2022/03/11/taiwans-people-are-not-impressed-with-chinas-zero-covid-status/
https://www.nato.int/docu/review/articles/2022/07/07/the-consequences-of-russias-invasion-of-ukraine-for-international-security-nato-and-beyond/index.html
https://www.nato.int/docu/review/articles/2022/07/07/the-consequences-of-russias-invasion-of-ukraine-for-international-security-nato-and-beyond/index.html
https://twitter.com/ChrisO_wiki/status/1584164368543256577?s=20&t=X8A-MnoDDP3SCFoy002OIA
https://twitter.com/ChrisO_wiki/status/1584164368543256577?s=20&t=X8A-MnoDDP3SCFoy002OIA
https://twitter.com/ChrisO_wiki/status/1584164368543256577?s=20&t=X8A-MnoDDP3SCFoy002OIA
https://twitter.com/ChrisO_wiki/status/1584164368543256577?s=20&t=X8A-MnoDDP3SCFoy002OIA
https://novayagazeta.eu/articles/2023/02/04/prigozhins-new-pipeline-en
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 Disinformation – why it (often) works  and why this can impact our security? 
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