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Executive summary

Poland’s energy security has changed in sub-
stance, not only in scale. Over the past decade, 
the country has moved away from direct de-
pendence on Russian supply routes and toward 
a system built on diversified infrastructure and 
national control over key assets. This shift has 
reduced exposure to political coercion in gas 
and oil, but it has also created a system that is 
more complex and more sensitive to disruption 
at specific points. Energy security in Poland 
today depends less on fuel availability and more 
on the resilience of infrastructure and the ca-
pacity of institutions to manage stress.

Large investments in LNG terminals, gas in-
terconnectors, ports, and electricity networks 
have strengthened supply security. At the same 
time, they have concentrated critical functions 
in a limited number of locations. This is most 
visible along the Baltic Sea coast, which now un-
derpins gas imports, fuel logistics, and future 
offshore wind development. Disruption in this 
corridor would have immediate national effects. 
Electricity security faces additional pressure 
from ageing generation units, rising demand 
linked to electrification, grid congestion, and 
limited flexibility, especially in distribution net-
works. Heat systems and fuel logistics remain 
weakly integrated into energy security planning 
despite their relevance for households, emer-
gency services, and crisis response.

The institutional system governing energy se-
curity is dense and fragmented. Responsibil-
ities are spread across ministries, regulators, 

system operators, state owned companies, and 
local authorities. Formal competences are de-
fined in law, but coordination in practice is 
uneven. Decision making slows under stress, 
information does not always flow vertically or 
horizontally, and crisis escalation paths are 
not consistently clear. The growing role of 
private and partially foreign owned operators 
in critical infrastructure increases the need 
for clear obligations and enforceable security 
standards.

The threat environment Poland’s energy sys-
tem is facing is broader than traditional supply 
disruption. Physical sabotage, cyber incidents, 
maritime risks, supply chain delays, and ex-
treme weather all pose credible risks. These 
threats are magnified by long repair times for 
key components, limited domestic manufac-
turing capacity, and reliance on specialised 
external suppliers. As a result, energy secu-
rity increasingly depends on repair capability, 
workforce availability, and institutional readi-
ness rather than on reserve volumes alone.

Within this context, the Baltic Sea has become a 
central element of national energy security. The 
concentration of ports, terminals, and offshore 
assets creates strategic value but also system-
ic vulnerability. Energy security is therefore 
closely linked to maritime security and regional 
cooperation.

This report assesses Poland’s energy security 
through infrastructure, institutions, and threats. 
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1	 Introduction and 
analytical framework

This report is designed to serve as a practical 
toolkit for understanding energy security in 
Poland. The aim of the report is to assess and 
analyse the Polish energy security architecture 
as it is, not strive for a perceft scenario. The 
report also builds on Poland’s chairmanship 
of the European Council, during which energy 
security was identified as a priority area, and 
reflects the broader European context in which 
national energy systems are increasingly treated 
as security assets.

The scope of the report is deliberately focused. 
It does not attempt to provide a comprehen-
sive overview of the entire Polish energy sector. 
Instead, it concentrates on those segments of 
infrastructure, governance, and regulation that 
are most relevant to security, resilience, and 
international cooperation. The analysis inte-
grates the geopolitical, legislative, and reg-
ulatory environment with an examination 
of institutional coordination gaps and de-
cision-making bottlenecks within the Polish 
system. Particular attention is given to issues 
where infrastructure dependency, legal author-
ity, and operational responsibility intersect, as 
these areas are most likely to shape outcomes 
in crisis conditions.

The methodology combines qualitative and 
quantitative research tools to support this 
objective. Qualitative methods form the core of 
the analysis and include structured policy and 
document review, stakeholder interviews, and 
a focused case study. While the initial research 
design envisaged the use of the Delphi method 
to structure expert input and reduce bias, time 
constraints among interlocutors led to the use 
of semi-structured interviews. Interviewees 
were drawn from the public sector, private in-
dustry, and the expert community. Most inter-
views were conducted in person, with a limited 
number carried out online or through written 
correspondence. To ensure candour, all inter-
views were anonymised and referenced using 
alphabetical identifiers without indication of 
institutional affiliation or hierarchical position.

For the purposes of this report, consultations 
were conducted with representatives of the fol-
lowing organisations, listed by relevance with 
state institutions first: the Ministry of Foreign 
Affairs, the Ministry of Climate and Environ-
ment, the Ministry of Energy, the Government 
Security Center, the Maritime Operations 
Center, the Polish Naval Academy, Polish Pow-
er Grid Company (PSE), the Polish Electricity 
Committee, the Polish Wind Energy Association 
(PSEW), Orlen and Equinor.

1.1 � Purpose, scope & methodology
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Quantitative analysis was applied selectively to 
complement qualitative findings. Data analysis 
and statistical reviews were used to contextualise 
infrastructure capacity, system exposure, and 
selected performance indicators, rather than 
to construct a comprehensive statistical mod-
el of the energy sector. This blended approach 

allows the report to deliver a focused assessment 
aligned with its purpose, providing analytical 
depth where it informs security and cooperation 
objectives, while avoiding unnecessary breadth 
that would dilute its practical relevance. The re-
port is a result of independent work of analysts 
from the Casimir Pulaski Foundation.
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1.2 � Defining energy security in the Polish context

Energy security can no longer be understood 
only as a narrow question of access to cheap 
fuels or the management of import dependen-
cy ratios. Energy has become a central variable 
in economic development, industrial competi-
tiveness, national security, and the clean ener-
gy transition. As a result, energy security now 
concerns the functioning of the entire energy 
system and its ability to support modern so-
cieties under conditions of change and stress.

The contemporary understanding of energy 
security therefore extends across the full val-
ue chain, from primary resource acquisition to 
final energy consumption. It encompasses not 
only supply availability but also system stabil-
ity, affordability, durability and the ‘three Rs’: 
resilience, robustness and redundancy. This 
broader perspective reflects the reality that vul-
nerabilities increasingly arise not at the point 
of supply, but within networks, infrastructure 
interfaces, and operational coordination. In this 
context, the security of electricity grids and 
the protection of critical energy infrastruc-
ture, both on land and at sea, have become core 
components of energy security rather than sec-
ondary technical concerns.

Electricity security, as defined by the Inter-
national Energy Agency, forms a particularly 
important element of this expanded concept. It 
refers to the ability of the power system to deliver 
electricity reliably and continuously, despite dis-
ruptions affecting generation, networks, or con-
trol systems.1 As electricity becomes the back-
bone of decarbonised energy systems, failures in 
the grid have systemic consequences that extend 
beyond the energy sector, affecting economic 
activity, public services, and social stability.

Poland illustrates this complex reality with 
particular clarity. Located at the intersection of 
geopolitical tension, economic transformation, 
and energy system change, it has experienced 
first-hand the strategic use of energy as a tool 
of coercion. The past four years have confirmed 
that energy commodities are not neutral goods, 
but instruments that can be weaponised against 
import dependent states. The strategic lesson of 
diversification has been rather well absorbed 
and implemented by successive Polish govern-
ments through investments in alternative sup-
ply routes and infrastructure.

Future challenges, however, differ in nature 
from those of the past. Securing and stabilising 
the electricity grid under a rapidly changing en-
ergy mix, protecting new generation and net-
work assets, and preparing critical infrastruc-
ture for climate induced disruptions require 
a different order of strategic thinking. These 
challenges place greater emphasis on system 
management, infrastructure protection, and 
institutional coordination than on fuel sourc-
ing alone.

Against this background, this report defines 
energy security through the lens of resilience, 
as the capacity of the Polish energy system to 
function reliably under pressure. Its objective 
is to assess energy security as it exists in prac-
tice, rather than as an aspirational policy goal. 
The report therefore serves both as a diagnostic 
tool and as a practical guide to navigating the 
structure, constraints, and vulnerabilities of the 
Polish energy system.
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2	 Historical, strategic  
& legal foundations

Poland’s present energy security landscape 
reflects how inherited infrastructure was pre-
served and adapted after 1989 rather than fun-
damentally redesigned. The socialist energy sys-
tem was organised around coal fired generation 
and vertically integrated utilities. Transmission 
and distribution networks were built for stable 
output from large units. They were not designed 
for flexibility or rapid reconfiguration. Securi-
ty was defined as internal sufficiency within a 
closed system.

After 1989, reforms prioritised system conti-
nuity during economic transition. In electricity 
transmission, investment during the 1990s fo-
cused on rehabilitating existing lines and sub-
stations. Dispatch and control systems were 
upgraded to improve reliability. These meas-
ures stabilised operations but did not alter grid 
structure or introduce redundancy. The basic 
topology of the network remained unchanged 
but the country strived, in words of the World 
Bank, “to develop an energy policy that would 
enhance efficiency and increase competition 
in the [energy] sector”.2 In practice, however, 
limited progress in market restructuring, in-
cluding the persistence of vertically integrated 
utilities, weakened investment incentives in 
both generation and grid infrastructure. This 
constrained long-term capacity renewal and 

network expansion, with downstream effects 
on system security and electricity costs borne 
by consumers.

District heating followed a similar pattern. In-
vestment programmes targeted loss reduction 
and efficiency improvements.3 Networks were 
rehabilitated rather than restructured. Fuel de-
pendence remained concentrated, often on a 
single source. Operational flexibility in crisis 
situations was therefore limited. Liberalisation 
of oil and gas markets increased import expo-
sure, while gas supply contracts and infrastruc-
ture remained oriented toward eastern routes. 
Storage capacity and alternative import options 
developed slowly. Energy security was treated 
mainly as a market issue rather than a strategic 
concern.

EU accession changed regulation and financing 
conditions. Network upgrades and environmen-
tal compliance advanced with European support, 
while policy and market integration became the 
dominant frame for policy decisions.4 Geopolit-
ical risk and infrastructure protection received 
limited attention.

A clear shift occurred after 2014. Russia’s ac-
tions in Ukraine triggered diversification of 
gas and oil supply routes. LNG import capacity 

2.1 Historical evolution of the Polish energy system
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and interconnectors were prioritised, both 
continental and with Norway.5 These invest-
ments reduced supplier dependence but con-
centrated critical functions in a small number 
of assets. These primarily concern four major 
infrastructures: the Baltic Pipe, the LNG Termi-
nal in Świnoujście, the Poland–Lithuania Gas 
Interconnector, and the Poland–Slovakia Gas 
Interconnector. 6

By 2022, Poland had significantly reduced de-
pendence on Russian energy. The energy crisis 
which erupted following Russia’s invasion of 
Ukraine exposed new vulnerabilities related to 
grid constraints, logistics, and infrastructure 
concentration, especially along the coast. Energy 
security thus begun to shift from supply access 
toward system resilience, setting the baseline 
for current policy debates.

Coal mine in 
Jastrzębie Zdrój
Source: Adobe stock
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2.2 � National strategic documents shaping energy security

Poland’s energy security framework is defined by 
several strategic documents that differ in legal 
status, analytical quality, and internal coherence. 
While they collectively shape infrastructure 
planning and fuel choices, they do not constitute 
a stable or fully consistent strategic framework.

Energy Policy of Poland 2040

The Energy Policy of Poland 2040 (PEP2040) is a 
statutory document adopted under the Energy 
Law and remains the main reference point for 
long-term energy policy. It sets objectives for 
generation capacity, transmission infrastruc-
ture, fuel diversification, and energy efficiency, 
while assigning implementation responsibilities. 
The document entered into force in 2021 and 
remains formally valid, despite being outdated 
in several key areas at the time of adoption.

PEP2040 significantly underestimated the pace 
of renewable deployment. It projected solar ca-
pacity of 5–7 GW by 2030 and 10–16 GW by 2040,7 
while installed solar capacity had already ex-
ceeded 7 GW by the end of 2021.8 The document 
also adopted a conservative decarbonisation 
pathway, assigning natural gas a central role 
as a transition fuel, with a projected share of 
nearly 30% in the energy mix by 2030.9 Coal was 
assumed to account for up to 56% of electricity 
generation, a level already achieved well before 
the middle of the decade. Renewable energy tar-
gets were set at 23%, a threshold reached in 2023. 
The gap between projections and actual develop-
ments suggests that PEP2040 reflected political 
compromise rather than system dynamics.

A limited update was introduced in 2022 follow-
ing Russia’s invasion of Ukraine, recognising 
the need to reduce dependence on Russian fossil 
fuels. A further revision announced in early 2023 
was not completed. After the 2023 elections, the 
new government declared its intention to con-
duct a comprehensive revision of PEP2040 and 
extend its horizon to 2050.

National Energy and Climate Plan

The National Energy and Climate Plan (NECP, 
abv. in PL: KPEiK) is Poland’s primary instru-
ment under EU energy and climate govern-
ance, prepared pursuant to Regulation (EU) 
2018/1999.10 While required by EU law, the plan 
is intended to reflect national policy choices.

The first NECP was published in 2019 and re-
vised multiple times between 2024 and 2025. 
The October 2024 version introduced two sce-
narios: a business-as-usual pathway (WEM) with 
a 41% reduction in greenhouse gas emissions 
relative to 1990, and an accelerated pathway 
(WAM) targeting a 53.9% reduction. Under the 
WAM scenario, renewable energy was projected 
to reach 51.8% of final electricity consumption by 
2030 and 79.8% by 2040.11 At the same time, nat-
ural gas was designated as a transition fuel, with 
consumption projected to increase by around 
5 bcm annually by 2030.12

The NECP has faced sustained criticism for its 
modelling assumptions. Electricity demand was 
projected to rise to around 300 TWh by 2040 from 
a current level of approximately 160–170 TWh, 
partly justified by population growth assump-
tions that contradict official demographic pro-
jections indicating long-term population de-
cline.13 According to one of our interlocutors, 
modelling difficulties and methodological in-
consistencies contributed to repeated delays in 
publishing updated versions.14

From an energy security perspective, the NECP 
emphasises energy efficiency and demand re-
duction. However, the instruments proposed 
remain weakly specified and continue to rely 
on mechanisms such as the white certificate 
scheme, which has shown limited effectiveness.15 
More broadly, the plan continues to frame en-
ergy security primarily in supply terms, with 
limited attention to system flexibility and in-
frastructure resilience.
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Following the reinstatement of the Ministry of 
Energy in 2025, the NECP underwent a strategic 
review, with the latest version published at the 
end of December 2025. This revision reorients 
projected electricity generation by lowering 
forecast contributions from onshore and off-
shore wind while increasing the anticipated role 
of natural gas and nuclear energy. This shift has 
raised significant concerns, particularly given 
that only six months earlier the Ministry of Cli-
mate and Environment had articulated ambi-
tious targets for the expansion of renewable en-
ergy, that as of early 2026 are being substantially 
revised by the Ministry of Energy. Crucially, as 
we were told by one of our interlocutors, the 
shift in priorities also stems from a reassess-
ment of grid security. Gas-fired power plants 
are intended to serve as a stabilizing element 
of the system, even if they do not operate for a 
full number of hours.16

Under proposals advanced by the Ministry of 
Energy, onshore wind capacity is capped at 
20.4 GW in the WEM scenario, down from 34.5 GW 

in the previous NECP, a reduction of more than 
14 GW and widely seen as insufficiently ambi-
tious. Offshore wind projections have likewise 
been lowered from 18 GW to 11.8 GW, a cut of 
6.2 GW. This recalibration is difficult to justi-
fy given recent offshore wind auctions, which 
showed that new capacity can be secured at 
some of the lowest costs in the power system.

Internal consistency and priority 
conflicts

Taken together, Poland’s strategic documents re-
veal persistent tension between decarbonisation 
objectives, energy security considerations, and 
shifting institutional preferences. Conservative 
assumptions in PEP2040, frequent revisions of 
the NECP, and changing ministerial priorities 
have produced a fragmented strategic landscape. 
This undermines long-term signalling, compli-
cates infrastructure planning, and increases 
uncertainty for system operators and investors, 
with direct consequences for energy security.

2.3 � European Union legal & policy significance for energy security

European Union law defines the binding perim-
eter within which Polish energy security deci-
sions are taken. While Member States retain 
formal competence over their energy mix, EU 
legislation structures the instruments, govern-
ance models, and crisis responses available to 
national authorities. In practice, this means that 
energy security policy in Poland is shaped less 
by declaratory strategies and more by compli-
ance with EU market rules, security of supply 
obligations, infrastructure governance, and re-
silience requirements.

At the core of this framework is the internal 
energy market acquis. Regulation 2019/943 on 
the internal market for electricity and Directive 
2019/944 on common rules for the internal mar-
ket for electricity require market based price 

formation, non-discriminatory network access, 
and the functional independence of system op-
erators and regulators. For Polish decisionmak-
ers, this constrains the use of administrative 
measures justified solely on security grounds, 
such as permanent price controls, preferential 
dispatch, or direct political control over system 
operation. Security driven interventions must 
thus be designed within competition and state 
aid constraints, which affects their scope, legal 
durability, and timing.

Security of supply legislation further narrows 
the space for unilateral national action. Regula-
tion 2017/1938 on the security of gas supply and 
Regulation 2019/941 on risk preparedness in 
the electricity sector impose mandatory risk as-
sessments, preventive and emergency planning, 
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and regional coordination. These instruments 
limit improvised national crisis responses 
that could destabilise neighbouring systems, 
but they also support Polish energy security by 
embedding crisis management within legally 
defined procedures for information exchange, 
solidarity, and coordinated response. Regula-
tion 2022/1032 on gas storage reinforces this 
logic by treating storage as a system security 
instrument under EU oversight, shaping na-
tional choices on cost allocation and operational 
control.

Strategic orientation is increasingly shaped by 
overarching EU policy frameworks. The Eu-
ropean Green Deal establishes decarbonisation, 
electrification, and system integration as long 
term structural objectives, influencing infra-
structure prioritisation and investment logic 
even where security concerns dominate. The 
REPowerEU Plan amended these objectives and 
translated them into short and medium term 
security measures by prioritising diversifica-
tion, demand reduction, accelerated renewables, 
and grid investment following Russia’s invasion 
of Ukraine. For Poland, this has reinforced the 
linkage between energy security and decarboni-
sation, reducing the scope for long term reliance 
on transitional fossil solutions.

Infrastructure planning is further structured 
by Regulation 2022/869 on trans-European 
energy infrastructure, which defines priority 
corridors and the Projects of Common Interest 
mechanism, as well as by the European Grids 
Package and the upcoming revision of the En-
ergy Security Architecture. This framework 
determines which Polish infrastructure projects 
can benefit from accelerated permitting, cross 

border coordination, and political legitimacy. 
Financing instruments such as the Connect-
ing Europe Facility under Regulation 2021/1153 
and the Recovery and Resilience Facility under 
Regulation 2021/241 link access to funding with 
reform milestones, administrative capacity, and 
alignment with EU priorities, constraining se-
quencing but supporting rapid implementation 
where alignment is achieved.

Finally, the scope of EU influence has expanded 
into supply chains, cybersecurity, and crit-
ical infrastructure protection. The Critical 
Raw Materials Act introduces a security driv-
en approach to materials essential for energy 
infrastructure, affecting decisions related to 
renewables, grids, storage, and nuclear supply 
chains. Directive 2022/2555 on cybersecurity 
and Directive 2022/2557 on the resilience of crit-
ical entities classify large parts of the energy 
sector as essential entities subject to mandatory 
risk management and supervisory oversight. 
For Poland, this shifts energy security toward 
an institutional challenge, where regulatory ca-
pacity, enforcement, and coordination become 
as important as physical assets.

Overall, the EU legal and strategic framework 
constrains Polish energy security policy where 
unilateral intervention or delayed reform would 
otherwise be preferred by the government. At 
the same time, it supports Poland by embed-
ding national decisions within predictable legal 
structures, regional coordination mechanisms, 
and shared financing instruments. Energy se-
curity outcomes therefore depend not only on 
infrastructure choices, but on the ability of Pol-
ish institutions to operate effectively within this 
European governance environment.
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2.4 � Sector specific legal regimes

Electricity system and 
renewable energy law

Electricity security in Poland is governed by 
two overlapping legal regimes: the Energy Law 
Act of 10 April 199717 and the Act of 20 Febru-
ary 201518 on renewable energy sources. Togeth-
er, they define how the power system is planned, 
operated, and constrained under both normal 
and stress conditions. The Energy Law assigns 
operational responsibility to the transmission 
and distribution system operators and regula-
tory oversight to the Energy Regulatory Office.

This core framework is supplemented by a dense 
set of sector specific laws and market instru-
ments that materially affect electricity securi-
ty, including the Offshore Wind Act, renewable 
energy auction regulations, the capacity market, 
and balancing market rules. Recurrent crisis 
interventions such as electricity price freezes, as 
well as earlier regulatory distortions including 
double grid tariffs for energy storage prior to 
2021, have further weakened investment signals 
and system flexibility. More broadly, electricity 
legislation is amended frequently and often in-
consistently, with the Act on Renewable Energy 
Sources alone revised seven times between 2015 
and 2021.

The renewable energy law introduces a parallel 
logic that increasingly shapes system behaviour. 
Priority access, guaranteed offtake, and long 
term support schemes for renewable genera-
tion constrain operational flexibility, particular-
ly during congestion and scarcity. As renewable 
penetration grows, security relevant decisions 
such as curtailment, grid access, and system 
reconfiguration become legally sensitive rather 
than purely technical. The coexistence of secu-
rity obligations and legally protected renewable 
rights creates structural tension that current 
legislation does not fully resolve.

A further weakness lies in the absence of a ded-
icated legal framework for system flexibility, 
storage, aggregation, and demand response. 
These functions are treated as ancillary mar-
ket features rather than as core security in-
struments. As a result, the law lags behind the 
operational reality of a system increasingly de-
pendent on non-generation tools for resilience. 
Grid development planning obligations exist, 
but they do not adequately align grid expansion 
timelines with the pace of electrification and 
renewable deployment, increasing exposure to 
congestion and operational stress.

Gas and LNG regulation

Gas security is regulated primarily by the En-
ergy Law Act and the Act of 16 February 2007 
on stocks of crude oil, petroleum products and 
natural gas,19 supplemented by a number of spe-
cific provisions. This framework enables strong 
state influence over strategic gas assets while 
maintaining formal market compliance. Trans-
mission, storage, and LNG terminal operations 
are subject to public service obligations linked 
directly to security of supply.

For decisionmakers, this regime provides com-
paratively robust tools to manage import diver-
sification and short term supply disruptions. 
The LNG terminal in Świnoujście operates under 
a security aware regulatory framework that al-
lows capacity use and expansion decisions to 
align with national strategic priorities.20 At the 
same time, gas law remains focused on supply 
continuity rather than system interaction. Legal 
instruments for managing prolonged demand 
shocks, cross sector dependencies, or cascading 
failures involving electricity and heat are lim-
ited. This can lead to coordination gaps during 
complex crises.
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Oil stocks and fuel security law

Oil and fuel security is governed primarily by 
the aforementioned Act of 16 February 2007 on 
mandatory stocks, which establishes strategic 
reserves, release mechanisms, and clear alloca-
tion of responsibility between public authorities 
and obligated companies. This is arguably the 
most security oriented segment of Polish energy 
law, designed explicitly to manage short term 
supply disruptions and price shocks.

The strength of this framework lies in its clarity 
and enforceability. Its limitation is its narrow 
functional scope. The law does not address vul-
nerabilities related to refining concentration, 
fuel logistics bottlenecks, or interdependen-
cies with electricity, digital infrastructure, and 
transport systems. Fuel security is therefore 
legally robust in isolation but weakly integrated 
into system wide resilience planning.

Heat and municipal energy law

Heat security is regulated primarily under the 
Energy Law Act and the Act of 8 March 1990 on 
municipal self-government.21 District heating 
systems are treated as local public services rath-
er than as elements of national critical infra-
structure. Ownership and operational respon-
sibility rest largely with municipalities, which 
significantly shapes security outcomes. This 
institutional fragmentation is compounded by 
the absence of a comprehensive national data-
base of heating units, leaving the sector largely 
excluded from systematic analysis, modelling, 
and strategic planning.

From a national energy security perspective, 
this creates a structural gap. Local authorities 
often lack the financial capacity, technical ex-
pertise, and legal instruments required for re-
silience investment and crisis response. Heat 
law prioritises tariff regulation and consumer 
protection, while resilience, redundancy, and 
emergency preparedness remain secondary. 
As a result, one of the most socially sensitive 
energy services is weakly embedded in national 
security planning, despite its centrality during 
extreme weather and supply disruptions.

Emergency powers and 
crisis legislation

Extraordinary powers affecting the energy 
sector derive mainly from the Act of 26 April 
2007 on crisis management and constitutional 
emergency provisions.22 The crisis management 
framework enables coordination, information 
exchange, and prioritisation of critical services, 
but it does not grant direct operational control 
over energy infrastructure. Authority remains 
dispersed across ministries, regulators, regional 
authorities, and operators.

This legal design preserves proportionality and 
legality, but it limits speed and clarity in fast 
moving energy crises. Sector specific emergen-
cy powers are fragmented across multiple acts, 
and there is no single energy focused command 
structure. The hierarchy between emergency 
measures and long term contractual or regula-
tory obligations, including renewable support 
schemes, remains legally ambiguous.

Legal gaps and implementation 
weaknesses

Across sectors, Polish energy security law is 
characterised by strong asset specific regula-
tion and weak system level integration. Elec-
tricity and renewable law generates structural 
tension between security driven operation and 
legally protected generation rights. Gas and fuel 
law offers clear tools but remains supply centric. 
Heat law is fragmented and locally constrained. 
Emergency legislation prioritises legality over 
operational clarity.

The central weakness is not lack of legal in-
struments, but misalignment between sectoral 
regimes and the realities of cross sector dis-
ruption, cyber physical risk, and infrastructure 
concentration. This increases reliance on infor-
mal coordination in crises and exposes limits of 
the existing legal architecture under sustained 
stress.
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2.5 � International agreements

During Poland’s Presidency of the Council of the 
European Union in the first half of 2025, energy 
security was elevated from a sector specific 
policy area to one of the core dimensions of the 
EU’s broader security agenda. Beyond continuity 
of supply and the political objective of eliminat-
ing Russian fossil fuel imports, the Presidency 
reframed energy security around the protec-
tion of critical infrastructure, both physical 
and cyber, and the strategic risks stemming 
from dependence on imported energy tech-
nologies and components. This shift was re-
flected in Council discussions that increasingly 
treated grids, terminals, subsea assets, and 
digital control systems as part of the Union’s 
security perimeter rather than purely economic 
infrastructure.

At the final Transport, Telecommunications and 
Energy Council meeting under the Polish Presi-
dency, ministers endorsed the need for a wider 
policy toolbox that extends beyond market in-
struments and emergency regulation, explicitly 
recognising the role of diplomatic coordination, 
legal tools, political signalling, and closer coop-
eration with NATO in protecting energy infra-
structure.23 This reframing fed into negotiations 
under the Danish Presidency, where member 
states agreed on a partial mandate for the 2028–
2034 Connecting Europe Facility, opening the 
possibility to interpret eligible expenditures 
more broadly to include resilience and protec-
tion measures alongside capacity expansion.

In parallel, the European Commission present-
ed new grid related initiatives, including the 
Electricity Grids Action Plan and elements of 
the emerging grid packages, which were dis-
cussed in Council with a strong emphasis on 
resilience and implementation constraints. De-
bates focused on endogenous challenges such 
as permitting delays and investment gaps, as 
well as exogenous vulnerabilities linked to sup-
ply chain dependencies for cables, transform-
ers, and substation components. According to 
interlocutors, Poland and the Baltic states are 

actively advocating that part of EU grid fund-
ing be earmarked for infrastructure protection, 
including physical hardening, monitoring, and 
cyber security upgrades, rather than being lim-
ited to modernisation and capacity growth.24 
These discussions remain at an exploratory 
stage and have not yet been codified in binding 
funding rules.

EU level debates have been complemented by 
concrete regional initiatives. In June 2025, Po-
land, Lithuania, Latvia, and Estonia signed a 
Memorandum of Understanding on coopera-
tion in the protection and resilience of critical 
energy infrastructure on the margins of the 
Energy Council.25 The memorandum commits 
the signatories to joint preventive measures, co-
ordinated threat assessment, enhanced infor-
mation exchange, and aligned incident response 
for both onshore and offshore infrastructure. 
Unlike earlier political declarations, it provides 
for cross national and cross agency working 
groups and envisages a pilot initiative, the 
Flagship Model of Excellence in Infrastructure 
Protection and Resilience, signalling an intent to 
move toward operational cooperation and to link 
security commitments with funding decisions.

At the broader Baltic Sea level, cooperation 
continues under the Baltic Energy Market In-
terconnection Plan High Level Group frame-
work, which includes all Baltic Sea states with 
Norway as an observer. Under BEMIP, several 
political declarations have been adopted, in-
cluding the Marienborg Declaration on off-
shore wind development. While the framework 
spans renewable energy, gas, and nuclear co-
operation across generation, transmission, and 
market integration, its structural limitation 
remains the lack of binding implementation 
mechanisms, as commitments rely on per-
missive language and do not mandate regular 
operational coordination or joint exercises. At 
the same time, Poland remains outside several 
parallel Baltic initiatives, including work on 
the Bornholm Energy Island, the Baltic Energy 
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Hub concept, and the Energy Highways initi-
ative under the EU Grids Package, with partic-
ipation currently limited to selected projects 
such as Harmony Link driven primarily by 
Lithuania.

Bilateral cooperation has also intensified. In 
2025 Poland and Norway signed a Partnership 
Agreement on energy security, green tran-
sition, and the protection of critical energy 
infrastructure.26 Compared to multilateral 
Baltic formats, this partnership is narrower 
geographically but more focused substantively, 
with particular emphasis on offshore installa-
tions and subsea infrastructure, drawing on 
Norway’s North Sea experience and Poland’s 
growing exposure in the Baltic Sea. Poland also 
maintains strategic partnership agreements 
with other Baltic Sea states, including Sweden, 
where energy is embedded among several co-
operation areas.

In parallel, the Polish-French Treaty of Nan-
cy on Enhanced Cooperation and Friendship 
signed in 2025 adds a distinct nuclear dimension 
to Poland’s energy security architecture.27 Its 
dedicated nuclear protocol provides a frame-
work for long term cooperation across nuclear 
energy, fuel cycle, and industrial supply chains. 

This cooperation has already begun to materi-
alise, most notably through the selection of Ar-
abelle steam turbines for Poland’s first nuclear 
power plant, anchoring a portion of the project’s 
critical equipment supply within a European 
industrial ecosystem and linking nuclear de-
ployment directly to strategic autonomy con-
siderations.

All of these agreements were concluded or op-
erationalised in 2024 and 2025, reflecting an 
acceleration of regional and bilateral coop-
eration in response to heightened awareness 
of hybrid threats to energy infrastructure, 
particularly in the Baltic Sea. This trend is re-
inforced by Poland’s presidency of the Council 
of the Baltic Sea States from 1 July 2025, where 
critical infrastructure protection has been iden-
tified as a priority. 28 At the transatlantic level, 
the EU-UK Security and Defence Partnership 
establishes a framework for consultations on 
countering hybrid threats and strengthening 
critical infrastructure resilience beyond tra-
ditional military domains.29 For Poland, this 
creates an additional channel to embed energy 
infrastructure protection within broader Eu-
ropean and transatlantic security cooperation, 
particularly in maritime awareness, cyber re-
silience, and the protection of subsea assets.

BEMIP High-level 
Group meeting 
in Warsaw 

Source: Directorate for Energy, 
European Commission
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3	 Institutional architecture 
and competence matrix

Poland’s energy governance is defined less by 
the absence of institutions than by the repeated 
reallocation of competences among them. Two 
legal acts provide the structural foundation: the 
Energy Law, which establishes the core institu-
tions of the energy system, and the Act on the 
Organisation of Government Administration, 
which allocates energy related competences 
across ministerial domains. Within this frame-
work, energy security has been shaped by re-
curring institutional reconfigurations that have 
weakened continuity and coordination.

2015–2023: The war of fiefdoms

Until 2015, energy policy was coordinated with-
in the Ministry of Economy, where electrici-
ty, fuels, renewables, and nuclear preparatory 
work were handled through specialised depart-
ments, while climate and environmental policy 
remained separate. This division already gen-
erated coordination gaps, particularly in im-
plementing EU climate and energy legislation.

The creation of the Ministry of Energy in late 
2015 aimed to centralise control over the pow-
er, fuels, and mining sectors, particularly coal. 
Energy security and diversification projects, 
including the LNG terminal and Baltic Pipe, 
advanced during this period, supported by 
the Government Plenipotentiary for Strategic 

Energy Infrastructure, whose mandate reflect-
ed the growing securitisation of energy policy. 
However, the continued separation of climate 
policy entrenched tensions between supply se-
curity and decarbonisation objectives.

In 2019, energy competences were transferred 
to the newly established Ministry of Climate 
and Environment, integrating energy, climate, 
and environmental policy for the first time. This 
reorganisation was intended to align Poland 
with evolving EU priorities and to reconcile di-
versification with decarbonisation. In practice, 
strategic policymaking was weakened by the 
separation between policy authority and own-
ership control, as supervision of state-owned 
energy companies remained with the Ministry 
of State Assets. Coordination relied on intermin-
isterial mechanisms and ad hoc arrangements, 
which proved slow during periods of crisis.

2023–2025: A two-headed hydra

After the 2023 elections, energy governance be-
came increasingly fragmented. The creation 
of the Ministry of Industry in 2024 shifted re-
sponsibility for mining and parts of industrial 
transformation away from the Ministry of Cli-
mate and Environment, while ownership super-
vision over energy companies largely remained 
with the Ministry of State Assets. Strategic 

3.1 �Central government and regulatory institutions
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Graph showing the changes in allocation of energy and climate policy 
within the scope of Polish ministries over the last decade
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energy and climate policy stayed within the Min-
istry of Climate and Environment, reinforcing a 
three-way split between policy design, industrial 
coordination, and asset control.

Formal coordination mechanisms existed, in-
cluding joint committees, but overlapping man-
dates and divergent policy priorities delayed up-
dates to key strategic documents, including the 
Energy Policy of Poland and the National Energy 
and Climate Plan. This period exposed the lim-
its of functional division in a context where en-
ergy security, industrial policy, and decarbonisa-
tion required tightly integrated decision-making.

2025–today: An unachieved 
consolidation

In 2025, the government reestablished the 
Ministry of Energy, transferring most ener-
gy-related competences from the Ministry of 
Climate and Environment and the Ministry of 
Industry. The renewed ministry assumed re-
sponsibility for energy security, national energy 
planning, nuclear and hydrogen programmes, 
market oversight, and coordination with EU and 
regional partners. This move partially restored 
coherence between strategic policymaking and 
ownership supervision.

However, the decision to leave renewable energy 
within the Ministry of Climate and Environment 

perpetuated institutional fragmentation. Fre-
quent restructuring over the past decade has 
weakened institutional memory and reduced 
external confidence in Poland’s governance sta-
bility. While the current arrangement improves 
clarity compared to the previous period, it re-
mains vulnerable to future reshuffling.

Energy Regulatory Office and 
regulatory capacity

The President of the Energy Regulatory Office 
(URE) is a central, formally independent authori-
ty responsible for regulating electricity, gas, and 
fuel markets, approving tariffs, and promoting 
competition in line with national policy and EU 
law. Over time, the Office’s mandate has expand-
ed significantly, encompassing market moni-
toring, implementation of renewable energy 
support mechanisms, biomethane regulation, 
consumer protection tools, and advisory func-
tions related to legislative change.

This expansion has not been matched by 
commensurate institutional reinforcement. 
Although the Office’s budget has increased, 
staffing levels and remuneration remain un-
competitive, constraining regulatory capacity. 
The growing gap between responsibilities and 
resources weakens the regulator’s ability to act 
as an effective stabilising actor in an increasing-
ly complex and stressed energy system.
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Chancellery of the Prime Minister  
through the Council of Ministers 
(Kancelaria Prezesa Rady Ministrów)

Sets the overall direction of national energy 
and climate policy 

•	 Approves key strategic documents, including:
	– Energy Policy of Poland until 2040 (PEP2040)
	– National Energy and Climate Plan (NECP)
	– Polish Nuclear Power Programme

•	 Adopts regulations defining:
	– The scope of action of individual ministers
	– The responsibilities of their administrative departments

Hosts the Government Centre for Security 
(Rządowe Centrum Bezpieczeństwa – RCB).

Division of competences and responsibilities  
within the energy sector in Poland

Ministry of Energy  
(Ministerstwo Energii) 

Directs two government administration sections:

•	 Energy policy 

•	 Management of energy resources

Political responsibilities

•	 Long-term energy security and balance of electricity and 
gas systems.

•	 Development of energy infrastructure and energy markets.

•	 Integration of nuclear and hydrogen into the national 
energy mix.

•	 Regulation of the fuel market from a security-of-supply 
perspective.

Main functional blocs within the Ministry of Energy

•	 Energy transition.

•	 Gas, oil and fuels security: LNG, pipeline diversification, 
strategic reserves

•	 Nuclear energy development: Preparation of Polish Energy 
Policy2040 and the National Energy and Climate Plan

•	 Security and crisis response, in close coordination with 
National Security Centreand system operators.

•	 European and international affairs

Government Plenipotentiary  
for Strategic Energy Infrastructure 
(Pełnomocnik Rządu ds. Strategicznej 
Infrastruktury Energetycznej)

•	 Serves as a unique institutional bridge across multiple 
dimensions of energy security.

•	 The current plenipotentiary serves as a Secretary of State 
in the Ministry of Energy

•	 Coordinates the development, operation and protection 
of infrastructure critical to the continuous supply of:

	– Electricity
	– Gas
	– Fuels

Ministry of Climate and Environment  
(Ministerstwo Klimatu i Środowiska)

•	 Lead ministry for: climate policy, renewable energy, 
energy efficiency, critical raw materials

•	 Also holds additional competences beyond the scope 
of this report.

Climate and energy responsibilities

•	 Overall climate policy, including: UNFCCC negotiations, 
EU climate legislation and dossiers

•	 Renewable energy policy, including security aspects 
of offshore wind.

•	 Management of EU Emissions Trading System (ETS) 
revenues and their use for the energy transition.

•	 Energy efficiency and household support programmes:
	– Czyste Powietrze (Clean Air)
	– Mój Prąd (My Electricity)

•	 Critical raw materials policy.

Ministry of Foreign Affairs 
(Ministerstwo Spraw Zagranicznych)

•	 Does not conduct sectoral energy policy.

•	 Plays a key role where energy intersects with: foreign policy

•	 International treaty law

Core functions related to energy

•	 Manages formal notifications and depositary 
communications for international treaties.

•	 Co-leads EU energy issues together with:
	– Ministry of Climate and Environment
	– Ministry of Energy

•	 Supports energy diplomacy

Ministry of State Assets 
(Ministerstwo Aktywów Państwowych)

•	 oversight of energy state-owned energy companies

•	 oversight of coal mining state companies
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Coordination mechanisms 
at central level

At the central level, energy governance in Po-
land operates through a loosely coordinated 
triangular structure involving the Ministry 
of Energy, the Ministry of Climate and Envi-
ronment, and the Prime Minister, with the 
Ministry of Foreign Affairs involved where 
energy policy intersects with foreign relations, 
EU law, and international agreements. Formally, 
this arrangement allows broad coverage of en-
ergy security, climate objectives, and diplomatic 
considerations.

In practice, however, it relies heavily on infor-
mal coordination, ad hoc interministerial con-
tacts, and personal leadership rather than on 
stable, institutionalised mechanisms.

The dispersion of energy-related competences 
across ministries and agencies complicates co-
ordination not only for external stakeholders but 
also for the government itself. Responsibilities 
for EU energy legislation, sanctions, strategic 
infrastructure, ownership supervision, crisis 
response, and bilateral energy relations are 
distributed across multiple institutions and de-
partments, often without a clear hierarchy. This 
fragmentation weakens the state’s capacity to 
act coherently under pressure. The dispute with 
the Czech Republic over the Turów coal mine 
exposed these shortcomings, as the lack of early 
coordination between environmental, energy, 
ownership, and foreign policy authorities de-
layed response, and ultimately imposed signifi-
cant financial and reputational costs on Poland.30

Coordination challenges are reinforced by weak-
nesses in strategic planning and analytical in-
tegration. Energy policy documents are fre-
quently based on assumptions that are already 
outdated at the time of publication, reflecting 
both procedural delays and the underestimation 

of key system trends. Scenario building is inher-
ently difficult in the energy sector due to data 
complexity and technological uncertainty, but 
these challenges are compounded by limited 
coherence across government analysis. Poland 
hosts several state-owned analytical centres, in-
cluding the Centre for Climate and Energy Anal-
yses (CAKE), the National Centre for Energy Anal-
ysis (NCAE), and the Energy Market Agency (ARE), 
which provide data, modelling, and forecasts 
to support decision-making. However, these 
entities operate largely in parallel, with limited 
coordination and no effective whole-of-govern-
ment analytical framework linking their outputs 
to strategic policy formulation. 31

Lack of coordinated strategic communication 
further weakens coordination. On multiple oc-
casions, core assumptions underpinning energy 
and climate strategies have been publicly an-
nounced and later revised or reversed by sen-
ior authorities. This inconsistency undermines 
policy credibility, creates confusion among in-
vestors and operators, and erodes public trust 
in the direction and feasibility of the energy 
transition.

Finally, coordination failures have tangible sys-
tem-level consequences. A widening gap has 
emerged between strategic ambitions and the 
material pace of change in the energy system. 
Coal capacity is being withdrawn faster than 
firm replacement capacity is delivered, while 
nuclear power remains years away and gas is 
increasingly constrained by cost, regulatory 
pressure, and security considerations. This 
misalignment creates a growing adequacy risk 
in the power system, particularly during peak 
demand and periods of low renewable output. 
As a result, energy security risks shifting from a 
strategic concept to an operational vulnerability, 
characterised by higher price volatility, reliance 
on emergency measures, including increased 
dependence on short-term imports.
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3.2 � System operators and strategic energy companies

Poland’s operational energy security depends 
on a narrow set of system operators and state 
controlled firms that concentrate control over 
networks, import gateways, storage, and large 
scale investment pipelines. Their mandates are 
rooted in the Energy Law Act, while ownership 
and oversight are shaped by the State Treasury’s 
role and ministerial allocation of supervisory 
competences.

In practice, these operators and state con-
trolled companies also play a significant po-
litical role in shaping national energy policy 
assumptions. Their investment plans, system 
assessments, and risk narratives feed directly 
into strategic documents such as PEP2040, suc-
cessive versions of the NECP, and the design of 
instruments including the capacity market, re-
newable support schemes, and offshore wind 
regulation. Through their dual position as opera-
tional actors and policy interlocutors, they exert 
material influence over how energy security is 
defined, historically privileging supply diversifi-
cation and infrastructure expansion over market 
based flexibility and demand side solutions.

Electricity transmission and 
distribution operators

Polskie Sieci Elektroenergetyczne (PSE) is the 
sole electricity transmission system operator, 
licensed by the President of the Energy Regula-
tory Office until the end of December 2030. The 
sole shareholder of the TSO is the State Treas-
ury. PSE’s statutory duties cluster around four 
functions: safeguarding supply security and 
quality, maintaining adequacy and reliability 
of the transmission system, operating the cen-
tral balancing mechanism, and coordinating 
operation with interconnected European grids. 
Beyond physical operation, PSE is the primary 
repository of power system data, giving it excep-
tional institutional authority in both planning 
and crisis framing.

Three operational stress lines of the transmis-
sion system matter most for energy security. 
First is physical protection of the transmission 
grid against technical failure, extreme weather, 
and sabotage risk. Second is cybersecurity and 
supply chain exposure, including procurement 
practices that can overvalue price at the expense 
of certification, supplier assurance, and resil-
ience. Third is stability under decentralisation. 
The rapid growth of distributed generation has 
reduced end to end system visibility and eroded 
traditional balancing services. A central example 
is photovoltaic micro-installations, which have 
exceeded 1.6 million units and around 13 GW, 
connected primarily to low voltage networks. 
Many devices have unverified cyber resilience 
and inconsistent cyber hygiene, creating a sys-
temic risk channel that cannot be addressed by 
PSE alone.

Distribution system operators are therefore not 
peripheral actors but frontline security insti-
tutions. The largest DSOs are PGE Dystrybucja, 
Tauron Dystrybucja, Enea Operator, Energa 
Operator, and Stoen Operator. They sit at the 
interface between prosumers (active energy 
consumers; they both consume and produce 
electricity), local grids, and the national sys-
tem. Their security relevance is driven by three 
realities: they host most micro-generation and 
controllable loads, they hold much of the op-
erational visibility for low voltage assets, and 
they are the first layer where device standards, 
certification, and cyber hygiene can be enforced 
in practice. Their uneven technical capacity and 
varying governance and ownership arrange-
ments add friction to system wide resilience, 
especially for coordinated cyber defence and 
restoration planning.

Battery energy storage remains underdeveloped 
relative to system needs, despite its potential 
role in balancing, congestion management, as 
well as in grid forming services. While regula-
tory barriers such as double grid tariffs were 
removed only in 2021, investment has lagged 
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due to regulatory uncertainty, limited revenue 
stacking opportunities, and the dominance of 
generation focused adequacy mechanisms. As 
a result, storage has not yet emerged as a sys-
tem level security instrument, even though its 
deployment could partially offset declining coal 
flexibility and reduce reliance on politically sen-
sitive capacity support.

PSE has increasingly positioned itself as a sys-
tem stability authority, including through its 
anti-blackout package workstream shaped by 
lessons from recent European outages, and 
proposals for stress tests including controlled 
shutdown exercises. This has increased PSE’s 
public visibility and influence. Although for-
mally independent, PSE operates under polit-
ical oversight through the Government Pleni-
potentiary for Strategic Energy Infrastructure, 
a role previously held by figures such as Piotr 
Naimski and currently by Wojciech Wrochna. 
This governance arrangement places the op-
erator at the intersection of technical system 
management and political priorities. PSE’s op-
eration of the capacity market, balancing mar-
ket, and system services gives it a central role 
in ensuring adequacy and short term stability, 
but these mechanisms are also subject to strong 
political influence, particularly in relation to 

coal capacity retention, price containment, and 
security driven intervention. 

Gas transmission and 
storage operators

Gaz-System is the sole gas transmission system 
operator, designated in 2006 and licensed by the 
President of the Energy Regulatory Office until 
early December 2068. The State Treasury is the 
sole shareholder and the company is supervised 
by the Government Plenipotentiary for Strategic 
Energy Infrastructure. Gaz-System operates the 
high pressure transmission grid, interconnec-
tors, and balancing, and it is also the owner and 
operator of the LNG terminal in Świnoujście.

Gaz-System’s security contribution is best 
captured by the investment execution record 
and the capacities provided. The major diver-
sification spine includes the GIPL interconnec-
tor with Lithuania at roughly 1.9 to 2.4 bcm per 
year with bidirectional flows, the Poland-Slo-
vakia interconnector at roughly 4.7 to 5.7 bcm 
per year with bidirectional flows, and the Baltic 
Pipe corridor enabling up to 10 bcm per year of 
imports from the Norwegian Continental Shelf. 
The most recent terminal expansion increased 
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Świnoujście regasification capacity to 8.3 bcm 
per year. The planned FSRU is presented as a 
further diversification and flexibility instrument 
with an estimated 6.1 bcm per year. Together, 
these assets explain how Poland achieved a rapid 
exit from Russian gas dependency while simul-
taneously concentrating critical functions along 
a limited number of nodes.

Gaz-System is also positioning itself for 
post-fossil infrastructure roles: biomethane 
integration, hydrogen transmission planning 
and participation in initiatives such as the Nor-
dic Baltic Hydrogen Corridor, and exploration 
of CO2 transport pathways, including analysis 
of repurposing gas infrastructure and work on 
routes linked to Gdańsk, referenced in the ECO-
2CEE initiative. This dual mandate, managing 
short term security while preparing for struc-
tural transition, makes Gaz-System a central 
strategic actor even as gas becomes more polit-
ically contested.

Oil and fuel logistics operators

Oil and fuel security in Poland is centred 
around Orlen as the dominant vertically inte-
grated oil company, with PERN providing the 

critical transport, storage, and logistics back-
bone. Orlen controls crude oil processing, fuel 
production, wholesale supply, and a large share 
of retail distribution. Following the consolida-
tion of the former Lotos assets and the integra-
tion of PGNiG’s gas business, Orlen has become 
the central operational actor linking crude im-
ports, refining, fuel logistics, and downstream 
supply. In security terms, the continuity of 
Orlen’s refining operations, particularly at the 
Płock refinery, directly determines the availa-
bility of fuels for transport, industry, and emer-
gency services.

PERN is the state-owned operator responsible 
for crude oil pipelines, fuel pipelines, and a 
nationwide fuel storage and logistics system 
comprising 19 fuel bases. It manages the phys-
ical continuity of crude supply to refineries and 
domestic fuel distribution, operating under a 
legal regime that prioritises security of supply 
and emergency preparedness. A key element 
of this architecture is the northern supply cor-
ridor, which links maritime crude deliveries 
through Naftoport (oil imports port) in Gdańsk 
to the inland pipeline system via the Pomerani-
an pipeline. This corridor underpins Poland’s 
ability to diversify crude supply routes and re-
duce dependence on eastern directions. In the 
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aftermath of the 2022 energy crisis, it served a 
crucial nod for oil imports to Germany when 
pipeline deliveries stopped.32

From an energy security perspective, Poland’s 
oil and fuel segment benefits from relatively 
clear emergency logic, including mandatory 
stockholding, defined release procedures, and 
centralised operational control. At the same 
time, vulnerabilities arise from the concentra-
tion of critical nodes at refineries, ports, pipe-
lines, and storage bases, as well as reliance on 
specialised repair capacity and external crude 
supply chains. Damage or disruption at a limited 
number of locations could therefore have cas-
cading effects on fuel availability and transport.

Alongside Orlen and PERN, private traders and 
distributors such as Unimot contribute to diver-
sification and market responsiveness, particu-
larly in road fuels and LPG. These actors enhance 
redundancy at the margin, but their perfor-
mance in crisis conditions remains structurally 
dependent on Orlen’s refining throughput and 
PERN’s pipeline and storage infrastructure.
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The oil pipeline and 19 fuel bases Strategic energy companies 
and control structures

Beyond system operators, Poland’s energy se-
curity is shaped by state controlled firms that 
dominate generation, fuels, and investment 
execution. The key groups are PGE, Tauron, 
Enea, PGG and JSW. The largest of all, however, 
is Orlen, the former PGNiG gas business which 
integrated the former Lotos assets after con-
solidation. These entities matter because they 
translate strategy into assets: generation port-
folios, network investments through their DSO 
subsidiaries, fuel logistics interfaces, storage 
and trading capability, and the pace of coal 
unit retirements versus replacement capacity 
delivery. Their commercial incentives, balance 
sheets, and governance constraints therefore di-
rectly affect adequacy, price volatility exposure, 
and the feasibility of resilience investments.

The coal mining sector, albeit in decline and 
although formally separate from system op-
erators, remains politically intertwined with 
electricity security governance. State owned 
mining companies and coal dependent utilities 
such as PGG or JSW continue to shape adequacy 
assumptions, capacity market design, the tim-
ing of coal unit retirements, and have an out-
sized influence in the energy dialogue in Poland. 
Employment considerations, regional political 
pressure, and negotiated social agreements have 
repeatedly influenced decisions on coal capacity 
retention, reinforcing coal’s role as residual se-
curity infrastructure even as its economic and 
technical viability declines.

Ownership and control remain concentrated in 
the State Treasury for the most security critical 
operators and many strategic firms, which gives 
the government leverage in crises and over in-
vestment direction. The recurring constraint 
is governance fragmentation: policy authority, 
ownership supervision, and operational respon-
sibility do not always sit in the same place at 
the same time. This is why system operators 
like PSE and Gaz-System can become de facto 
strategic agenda setters, and why coherence 
between ministries, regulators, operators, and 
state controlled firms is a decisive variable for 
energy security outcomes.
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3.3 � Role of local government and municipalities

Municipalities sit at the point where energy pol-
icy becomes physical service delivery. Under the 
Act on Municipal Self Government, the county 
(gmina) is responsible for meeting collective 
needs of the local community through its own 
tasks, which in practice includes organising lo-
cal public services that depend on reliable en-
ergy and heat supply, and running municipal 
entities that provide them. This is not a sym-
bolic competence. It gives municipalities legal 
standing to plan, own, procure, contract, and 
prioritise local energy related services, while op-
erating inside national regulatory frameworks 
that constrain pricing, licensing, and security 
standards.

District heating governance is the clearest area 
where municipal agency is both direct and op-
erational. The Energy Law assigns the mayor 
(wójt or burmistrz), or city president the duty 
to develop the assumptions for a local plan for 
supply of heat, electricity, and gaseous fuels for 
the municipality for at least 15 years, and to up-
date those assumptions at least once every three 
years. This planning duty shapes where and how 
district heating expands, which areas are pri-
oritised for network modernisation, and how 
municipal buildings are connected or shifted 
to alternative heat solutions. It also determines 
whether municipal decarbonisation goals are 
translated into implementable investment pipe-
lines, because the planning documents are the 

formal interface between local demand fore-
casts, spatial development, and the investment 
intentions of heat system operators. In parallel, 
district heating remains a regulated activity, so 
municipalities that own or control heating com-
panies must operate within the national regula-
tory regime for concessions and tariff approval 
administered by the Energy Regulatory Office, 
which becomes particularly consequential dur-
ing fuel and price shocks.33

Local infrastructure ownership is the second 
pillar of municipal influence because owner-
ship determines investment tempo, technolo-
gy choices, and resilience margins. The Act on 
Municipal Economy34 provides the legal basis for 
municipalities to conduct municipal economy 
activity through organisational forms such as 
municipal companies and other arrangements 
used to deliver public utility services. In energy 
security terms, this is most visible in ownership 
or control of district heating generation assets, 
combined heat and power units, heat networks, 
local boiler houses, and the energy infrastruc-
ture of municipal buildings, including backup 
power and critical facility readiness. Ownership 
also creates governance responsibilities that 
matter for security, including appointing super-
visory bodies, enforcing technical maintenance 
standards, and deciding whether resilience in-
vestments are treated as optional upgrades or 
as mandatory service continuity requirements.
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4	 Energy system and 
infrastructure baseline

Poland’s energy system baseline is defined by a 
structurally evolving electricity mix combined 
with persistent exposure to external supply and 
price shocks across multiple energy carriers. 
In electricity generation, Poland has reduced 
the relative role of coal while rapidly expand-
ing renewable capacity, primarily wind and 
solar. In 2025, coal still accounted for just over 
53% of electricity generation, while renewables 
reached 31%.35 Although this represents a three-
fold increase in renewable electricity output over 
the past decade, Poland remains below the re-
newable shares of Germany at nearly 59% and 
the United Kingdom at 52%, while exceeding the 
Czech Republic’s level of approximately 17%.36 
This places Poland in an intermediate position 
regionally, neither a laggard nor a frontrunner, 
but structurally constrained by its legacy system.

The transformation of the electricity mix has 
been driven primarily by economic pressures 
rather than a sustained strategic commitment 
to system transformation. Rising costs of coal 
generation, EU regulatory pressure, and the im-
proving competitiveness of renewables pushed 
change forward despite repeated political efforts 
to delay or soften transition pathways. Succes-
sive governments sought to shield the coal sec-
tor and its workforce by resisting more ambi-
tious EU climate and energy policies, framing 

domestic coal as both an economic asset and 
a security reserve. Coal has been embedded in 
political narratives of energy sovereignty and 
national resilience, including as a perceived 
last resort option in scenarios of external sup-
ply disruption, which has justified exceptional 
treatment and demands for country specific 
exemptions within EU frameworks.

This approach reflects deeper historical and 
economic preconditions that differentiate Po-
land from many other EU member states. The 
structure of its energy system, industrial base, 
and regional labor dependencies have repeatedly 
been used to argue for slower transition time-
lines and regulatory flexibility.37 In this context, 
Poland has been described as an outsider to the 
mainstream trajectory of EU energy and climate 
policy integration.38

Recent opposition to the proposed 90% emis-
sions reduction target for 2040 and efforts to 
delay the implementation of ETS2 represent a 
continuation of this logic, prioritising short term 
political and sectoral stability over long term 
economic resilience and exposure reduction.39

At the same time, the rapid expansion of solar 
energy illustrates a parallel and partially con-
tradictory dynamic within the system. The so 

4.1 � A snapshot of the energy mix, 
import dependency & exposure
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called “solar boom” was largely underestimated 
in official strategic planning and emerged in-
stead from economic necessity combined with 
generous incentive schemes for households and 
small producers. This bottom-up expansion re-
vealed both a high level of social acceptance for 
renewable energy and a readiness among mar-
ket participants to invest when regulatory and 
financial conditions align.40

However, this growth has also generated new 
systemic vulnerabilities related to grid stability 
and operational security. With approximately 
1.5 million prosumers connected to the system, 
Poland’s electricity generation profile has be-
come more volatile and less predictable. PSE, 
the national transmission system operator, has 
highlighted that the speed and scale of renew-
able expansion have increased balancing chal-
lenges and operational risks for the transmis-
sion grid.41 As a result, energy security concerns 
increasingly extend beyond fuel availability to 
include system stability, dispatchability, and 
the capacity of infrastructure to absorb varia-
ble generation. This reframes exposure not only 
in geopolitical terms but also in technical and 
market terms, where insufficient grid adapta-
tion can itself become a constraint on further 
diversification.

Across gas, oil, and heat, Poland remains struc-
turally exposed to external shocks despite sig-
nificant diversification since 2022. While Rus-
sian supplies have been eliminated, the system 
remains dependent on imported fuels, global 
market pricing, and maritime logistics, mak-
ing it sensitive to geopolitical tensions, supply 
chain disruptions, and price volatility. This ex-
posure is amplified by the absence of a consist-
ently updated and internally coherent strategic 
framework. Key policy documents, including the 
Polish Energy Policy 2040, have not been revised 
with sufficient regularity or analytical depth, re-
sulting in ad hoc decision making rather than 
anticipatory planning. 42 This has reduced pre-
dictability for investors and operators across 
all energy carriers and has undermined stated 
objectives such as increasing local content in 
renewable energy investments, which require 
long planning horizons and regulatory clarity 
to materialize.43

Power generation
figures are rounded up to the closest decimal point

Source: Forum Energii
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4.2 � Electricity grid & system infrastructure

Poland’s generation structure remains an-
chored in a large fleet of centrally dispatched 
thermal units, increasingly complemented by 
variable renewables that have expanded faster 
than the system’s flexibility resources and net-
work hosting capacity. Adequacy is therefore 
no longer only a question of installed capaci-
ty, but of dispatchable availability, flexibility, 
and the ability to deliver power to load under 
network constraints. It is likewise a question 
of coal units aging and becoming less reliable 
going forward. The national transmission sys-
tem operator’s National Resource Adequacy 
Assessment for 2025 to 2040 frames adequacy 
through probabilistic metrics such as loss of 
load expectation and expected energy not served, 
and it explicitly tests the system under scenarios 
that differ by the pace of coal retirements, new 
gas investment, storage deployment, and de-
mand response participation.44 This approach 
reflects a reality in which the adequacy margin 
is increasingly shaped by operational stress con-
ditions rather than average year energy balance, 
especially as the system shifts toward higher 
shares of weather dependent generation and 
higher electrified demand.

Transmission is the binding constraint for the 
next investment cycle and a core determinant of 
how quickly the generation mix can change with-
out undermining security of supply. PSE’s trans-
mission development plan for 2025 to 2034, 
agreed by the regulator,45 envisages a step change 
in grid buildout, including roughly 4,700 km of 
new 400 kV lines, 28 new substations, and mod-
ernization of 110 existing substations. The plan 
also anticipates structural system changes such 
as offshore wind integration, new large scale 
sources in the north, and reinforcement of 
north to south transfer, including an internal 
HVDC concept to relieve corridor constraints. In 
practical energy security terms, this signals that 
bottlenecks are no longer episodic but systemic, 
meaning that dispatch feasibility and congestion 
management increasingly shape both wholesale 
market outcomes and the reliability envelope.

Distribution grids are where electrification 
readiness is most exposed because distributed 
solar, new connections, and emerging loads con-
centrate on medium and low voltage networks 
that were not designed for bidirectional flows 
at scale. The rapid rise of microinstallations, 
reaching over 1.5 million connected units by the 
end of 2024, increases local voltage management 
complexity, raises the need for automation and 
flexibility procurement, and intensifies the in-
vestment requirement for transformers, feeders, 
and digital control.46

The operational consequences are visible in 
curtailment and redispatching trends. The 
regulator’s redispatching reporting notes a 
significant increase in non-market reductions 
of renewable generation in 2024, ordered both 
by the transmission operator and distribution 
operators, which indicates that network con-
straints and operational balancing limits are 
already forcing the system to shed low marginal 
cost generation.47 Distribution reinforcement 
is therefore not only a decarbonisation enabler 
but a security measure, because without it the 
system shifts from fuel dependence risk to in-
frastructure saturation risk.

At the EU level, the Commission has explicitly 
positioned anticipatory investments, digitalisa-
tion, and improved planning coordination be-
tween transmission and distribution operators 
as the central mechanism for making grids fit 
for accelerating electrification, underscoring the 
scale of investment required by 2040.48

Interconnectors and regional integration pro-
vide both resilience and new operational com-
plexity. Poland participates in the European 
target model for cross border trade and offers 
long term cross zonal capacities on synchronous 
borders with Germany, Czechia, and Slovakia, 
while maintaining HVDC interconnection capa-
bility with Sweden and Lithuania.
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These links are not only commercial pathways 
but also adequacy and balancing instruments 
under stress conditions, provided internal bot-
tlenecks do not prevent their effective use. The 
Baltic states’ synchronization with the Conti-
nental Europe synchronous area in February 
2025 strengthens the regional stability architec-
ture in which Poland is a key hub, while further 
projects such as the planned Harmony Link are 
intended to deepen the Poland Lithuania corri-
dor’s strategic value. Utilisation and availability 

statistics for LitPol Link illustrate49 that the asset 
has substantial technical capacity and mean-
ingful energy exchanges, making it relevant to 
both regional security and congestion patterns. 
In winter security terms, ENTSO E’s seasonal 
outlook reporting situates Poland among the 
areas where adequacy risks may emerge under 
exceptionally adverse conditions,50 reinforcing 
that cross border capacity is a resilience asset, 
but not a substitute for domestic flexibility and 
network deliverability.
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4.3 � Renewables

Solar

Solar photovoltaics in Poland has become a sys-
tem defining security variable because its scale 
now affects not only decarbonisation trajecto-
ries, but also grid stability, adequacy logic, and 
import exposure. Poland reached 21.8 GW of 
installed PV capacity by the end of the first 
quarter of 2025, with 59% in microgeneration 
and 41% in PV farms and small systems, and 
large farms above 1 MW accounting for about 
half of new capacity additions.51 By the end of 
2024 Poland had 1,544,574 on grid micro instal-
lations with total capacity of 12,749.891 MW, and 
micro installations exported more than 8.5 TWh 
to the grid in 2024, which shows that distributed 
PV is not only self-consumption but a material 
injection into system operations.52 This struc-
ture matters for security because it combines 
two very different risk profiles: millions of pro-
sumer assets connected mainly to low voltage 
networks, and a rapidly expanding fleet of utility 
scale farms that concentrates output in specific 
grid zones.

At the same time, the speed of PV growth has 
outpaced grid absorption in parts of the coun-
try. The IEO notes mounting connection refusals 
since 2022 and increasing curtailment pres-
sures, indicating that network constraints are 
now a binding factor for further PV deployment. 
Curtailment (any action that reduces the amount 
of electricity generated to maintain the balance 
between supply and demand) has become an 
explicit operational security tool: a 2024 sum-
mary based on regulator data reports that non 
market redispatch ordered by PSE reduced PV 
generation by 597.26 GWh in 2024, with most of 
the volume attributed to balancing needs rather 
than local network constraints, confirming that 
high midday PV output increasingly collides with 
system level flexibility limits.53

PSE’s own operational communications show 
repeated instances of ordered PV reductions due 
to oversupply and the need to restore regulating 
capacity, illustrating that this is not an abstract 

risk but a recurring operational pattern.54 The 
security implication is that Poland’s solar ex-
pansion is already shifting the centre of gravity 
of resilience from generation adequacy toward 
grid reinforcement, flexibility procurement, and 
distribution level observability and control, be-
cause the system must handle steep evening 
ramps and periods of local surplus without re-
lying on emergency curtailment as a normal 
balancing instrument.

Solar also creates an external dependency 
channel that is Poland specific in impact even 
if European in origin. Up to 95% of panels in-
stalled in Europe originate from China and 
that the policy debate is increasingly linking 
renewable deployment to criteria such as sus-
tainability and cybersecurity. For Poland, which 
expanded PV at one of the fastest rates in the EU, 
this translates into a large installed base whose 
hardware supply chain is exposed to price cy-
cles, geopolitical friction, and potential future 
compliance requirements on equipment prov-
enance and cyber assurance. All in all, solar in 
Poland increases resilience by diversifying away 
from coal and by spreading generation across 
many nodes, but it also hardens new vulnerabil-
ities: congestion and curtailment as a structur-
al feature, greater dependence on distribution 
networks, and long term exposure to imported 
components that dominate the installed base.

Wind

Wind power in Poland is now a security rele-
vant infrastructure pillar because it supplies 
a large and growing share of electricity while 
simultaneously creating new grid stability and 
Baltic maritime protection requirements.

Onshore wind capacity exceeded 10 GW in 
2024, with policy planning aiming for 15.8 GW 
by 2030 and a longer-run pathway that depends 
heavily on further permitting liberalisation. The 
key domestic constraint has been the distance 
regime for turbine siting.55 The 2023 amendment 
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to the Distance Act reduced the effective 10H 
barrier by setting a minimum distance of 700 
metres from residential buildings, and the gov-
ernment has pursued further easing as part of 
the post 2023 acceleration agenda.56

From a system security perspective, the most 
important operational signal is that wind is 
increasingly curtailed not because it is mar-
ginal, but because grid flexibility is becoming 
binding. The Energy Regulatory Office reports 
that in 2024 the transmission system operator 
ordered wind generation reductions totalling 
nearly 125.1 GWh, mainly for balancing purposes 
at 118.05 GWh, with a smaller component linked 
to grid constraints at 7.03 GWh.57

Offshore wind adds a second security dimen-
sion, converting the Baltic Sea into an energy 
infrastructure theatre where physical protec-
tion, monitoring, and incident response have 
become part of energy policy. National targets 
point to 5.9 GW of installed offshore capacity 
by 2030 and 18 GW by 2040, enabled by a con-
tracts for difference framework and an auction 
pipeline. Deployment is moving from planning 
into construction. The Baltic Power project de-
veloped by Orlen and Northland Power states 
an expected capacity up to 1.2 GW and start of 
production from 2026, illustrating that the first 
wave is now a near-term operational reality 
rather than a strategy slide.58

Large investors are taking final investment 
decisions for additional projects. Equinor and 
Polenergia agreed a final investment decision 
for two offshore wind farms of 720 MW each, 
with generation expected from 2027 and full 
operation by 2028, within a broader push to-
ward around 6 GW by 2030.59 The second phase 
is now price discovered in competition, as the 
President of URE reported that the first offshore 
auction concluded with winning bid prices from 
476.88 PLN/MWh to 492.32 PLN/MWh, which sets 
the new benchmark for long run consumer ex-
posure and for how much offshore can scale 
without repeating the cost volatility seen in other 
European tenders.60

The security implication is twofold: wind 
strengthens diversification and reduces fuel 
import exposure, but it also increases depend-
ence on imports of foreign parts, reliance on 
network reinforcement, balancing tools, and 
distribution level control, while offshore wind 
requires a credible Baltic protection architecture 
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for subsea cables, offshore substations, and 
maritime logistics. These issues are discussed 
in more detail in Chapter 6.

Biomass

In Poland, biomass is not a marginal balancing 
fuel but a structurally dominant component of 
the renewable baseline.

At the same time, its fuel base is internally 
fragmented: an older but still useful sectoral 
baseline points to 2.3 million hectares of fallow 
land, an estimated annual surplus of 11.8 mil-
lion tons of straw, and forests covering 28.8% 
of the country, which collectively explains why 
policymakers repeatedly treat biomass as the 
most immediately scalable domestic substi-
tute for coal in heat and CHP.61 The security 
challenge is that recent growth is increasingly 
wood driven: between 2004 and 2023 biomass 
wood use in professional power generation rose 
almost 150‑fold to 5 million cubic metres in 
2023, total wood burned in energy plus indus-
try reached 9.1 million cubic metres, and this 
corresponded to 22% of annual forest harvest, 

with more than 70% of solid biomass burned 
in the energy sector being wood.62 This links 
energy security to contested domestic supply 
chains, as the trajectory to policy incentives 
and competition with wood based industries, 
including large cumulative support via green 
certificates.

In parallel, Poland has a second biomass pillar 
that is security positive but underexploited: the 
agro stream, where a sector article citing esti-
mates from Silesian University of Technology 
claims that 6 to 10 million tons of agricultural 
biomass are wasted annually, implying that de-
centralised heat and CHP could expand without 
deepening dependence on wood markets if the 
project pipeline and offtake logic are fixed.63 
Finally, the electricity contribution shows how 
policy design shifted outcomes: an analysis 
notes that biomass electricity including co fir-
ing was about 6.3 TWh in 2022, accounting for 
around 21% of renewable electricity and 3–4% 
of total generation, compared with roughly 
9.5 TWh annually in 2012 to 2015 during the 
peak green certificate period, illustrating that 
biomass output and its security role have been 
highly sensitive to support rules.64
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4.3 � Coal

Status quo: coal as residual 
adequacy infrastructure

Coal remains the single largest source of firm 
electricity generation capacity in Poland, 
but its contribution to energy security has be-
come increasingly conditional. In 2024, hard 
coal and lignite together accounted for approx-
imately 53% of gross electricity generation, 
down from over 70% in 2015, while installed 
coal fired capacity declined to roughly 28 GW, 
including about 20 GW of hard coal units and 
8 GW of lignite units concentrated primarily in 
Bełchatów and Turów.

Coal in Poland functions increasingly as resid-
ual adequacy infrastructure (meaning that 
the electric system has sufficient resources 
to reliably meet demand under various con-
ditions) rather than as the default energy 
source, meaning that it is kept online to cover 
peak demand, low wind and low solar periods, 
and system services, even as its share in annual 
generation declines. Coal’s share of electrici-
ty production fell to 53% in 2024, a record low, 
which signals that coal is losing energy volume 
but not system importance because adequacy is 
defined by deliverable capacity at stress hours, 
not by annual megawatt hours.

URE’s electricity market characteristics show 
that at the end of 2024 total installed capacity 
was 72,188 MW, average annual demand was 
22,882 MW, and maximum demand reached 
28,494 MW, which helps to explain why large coal 
blocks still matter in decision-making. Poland 
needs reliable capacity at a peak that remains 
below the coal fleet’s nameplate but is exposed 
to outages due to aging units, maintenance, 
and reduced availability in older units, making 

operational coal availability, not theoretical coal 
capacity, the binding security parameter.

The security implication is that coal’s residu-
al role is becoming more expensive and more 
operationally constrained, but it is still the 
primary insurance layer while nuclear is ab-
sent and while grid and flexibility investments 
lag the pace of coal withdrawal. In practice, 
this pushes Polish energy governance toward 
a dual logic: accelerate renewables and networks 
for cost and decarbonisation, while maintaining 
coal units as reliability backstop even when they 
run fewer hours, because the system cannot yet 
replace coal’s firmness with storage, demand 
response, and fast ramping capacity at scale.

Phasing out: security implications 
of managed withdrawal

Coal phaseout in Poland is not primarily a 
question of political intent but of whether 
withdrawal can be managed without creating 
an adequacy gap in the late 2020s and early 
2030s, when coal units age out faster than firm 
replacements arrive. After 2025, up to 8 GW of 
coal capacity could leave the system as support 
contracts expire and cannot be renewed, followed 
by nearly 6 GW around 2029 to 2030 as five year 
capacity contracts conclude, which frames the 
phaseout as a discrete capacity cliff rather than 
a smooth decline.

The policy constraint behind that cliff: capaci-
ty payments for high emission energy sources 
would be banned from 2028 under current rules, 
and Polish utilities are already seeking a post 
2028 support mechanism to avoid a supply gap 
from 2029, which highlights a central security 
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risk. Coal cannot stay online without revenue 
adequacy support, but replacing it requires new 
firm capacity, networks, and flexibility that are 
not yet delivered.

This creates a managed withdrawal require-
ment with three operational tasks. First, se-
quencing: retire the least reliable and most 
failure prone units while retaining those that 
still contribute materially to peak adequacy and 
system services. Second, realism about data and 
coal availability, as coal units are already oper-
ating in an environment where output shares 
fluctuate sharply month to month, and it shows 

hard coal stockpiles at power plants falling be-
low 5 million tonnes in June 2025, the lowest 
level since August 2022, illustrating that fuel 
supply and inventory management remain a 
live constraint even before the main retirement 
waves. Third, credibility: as coal’s energy share 
declines, the system becomes more sensitive 
to weather driven volatility, so managed with-
drawal must be paired with measurable delivery 
of grid reinforcement, distribution upgrades, 
and flexibility procurement, otherwise phaseout 
accelerates import dependence at stress hours 
and converts decarbonisation progress into a 
security liability.
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4.4 � Gases

Natural gas & LNG

Poland’s gas security baseline is built on the de-
liberate replacement of single direction pipe-
line dependency with a portfolio of physically 
distinct entry routes and operational options. 
The core diversification pillars are the Baltic 
Pipe connection to the Norwegian system, LNG 
import capacity on the Baltic coast, and bidi-
rectional interconnection points that allow ac-
cess to neighbouring markets in both normal 
and stress conditions. Baltic Pipe reached its 
target offshore transmission capacity of up to 
10 bcm per year toward Poland in late 2022,65 
which anchors the northern supply corridor 
and reduces the structural risk of supplier 
concentration. Alongside this, Gaz System re-
ports that bundled capacity is offered at multiple 
cross border interconnection points, including 
those with Germany, Czech Republic, Slovakia, 
Lithuania, and Denmark (the demand of which 
the company regularly assesses66), plus physi-
cal reverse flow arrangements where applica-
ble, which matters because diversification is 
only operationally real when capacities can be 

contracted, scheduled, and physically delivered 
under congestion and emergency conditions.

LNG terminals and maritime logistics are the 
second pillar and also the main channel that 
converts global gas availability into domestic 
system resilience. Gaz System states that the 
current regasification capacity of the LNG ter-
minal in Świnoujście is 8.3 billion Nm3 per year, 
with three cryogenic storage tanks (insulated 
pressure vessels designed to store liquified 
gases) totalling 500,000 m3 of LNG.67 This com-
bination of regasification throughput and on 
site storage creates a buffer that can smooth 
short term variability in cargo timing, but it also 
makes security sensitive to maritime conditions, 
port operability, and uninterrupted access to 
sea lanes. The planned floating terminal in 
the Gulf of Gdańsk is explicitly designed to add 
entry point redundancy and reduce geographic 
concentration risk. Gaz System’s FSRU program 
progress assessment sets the assumed regasifi-
cation capacity of the first FSRU unit at approxi-
mately 6.1 bcm, with a framework schedule tar-
geting delivery for operation in 2027 and 2028, 

LNG tanks at 
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Source: Adobe Stock
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and it notes that a second FSRU vessel could be 
contracted to add an additional 4.5 bcm per year 
if market demand justifies expansion.68

Storage capacity underpins seasonal security 
by turning imported volumes into winter de-
liverability and by supporting system balancing 
when demand spikes or import timing shifts. 
Gaz System reports underground gas storage 
working volume of 3.31 bcm, which is the key 
domestic flexibility reserve for the withdrawal 
season. Seasonal security, however, is not only 
a question of working volume. It depends on 
withdrawal rates, the interaction between pipe-
line inflows and LNG send out, and the ability 
of the European gas infrastructure to provide 
sufficient flexibility during both the storage 
withdrawal season and the injection season. The 
flexibility adequacy under different demand sit-
uations is crucial in this context, and is directly 
relevant to Poland because the system’s post 
2022 resilience depends on synchronizing LNG 
arrivals, pipeline imports, and storage opera-
tions within tight winter windows.

Distribution and protected customers is the 
layer where gas security becomes a social con-
tinuity obligation rather than an infrastructure 
problem. EU law requires Member States to de-
fine protected customers and design emergency 
planning to safeguard supply for vulnerable cat-
egories, with households as the core protected 
group and an option to include essential social 
services under national definitions.69 The same 
framework requires Member States to specify 
consumption volumes for protected categories 
when they are included in the definition, which 
turns protection into a quantified planning ob-
ligation rather than a political declaration.

In practice, this means that crisis measures and 
load shedding rules are designed around pri-
oritizing household and critical social demand 
while enabling curtailment of non-protected 
demand first. The operational interface with 
infrastructure is the distribution system and 
its operators,70 because protection is delivered 
through continuity at the end user level, while 
system level balancing is executed through 
transmission and storage,71 with entry points co-
ordinated under emergency regimes defined by 
the competent authority and system operators.

Hydrogen

Hydrogen in Poland already has a substantial 
industrial baseline that predates the clean 
transition, which is critical for understanding 
both opportunities and constraints. Poland is 
among the world’s largest hydrogen producers, 
with annual output estimated at around 1 to 
1.3 million tonnes, almost entirely consisting 
of grey hydrogen produced from natural gas 
and used on site in refineries, ammonia plants, 
and chemical facilities. This places Poland 
within the global top five producers, alongside 
Germany and the Netherlands, even though in 
Poland hydrogen has historically functioned as 
an internal industrial feedstock rather than an 
energy carrier.

The security relevance of this legacy base is 
twofold. On one hand, it provides Poland with 
embedded technical know-how, existing de-
mand centres, and industrial scale consumers 
that can anchor the transition to low emission 
hydrogen without having to create an end use 
market from scratch. On the other hand, it tight-
ly couples hydrogen production costs and secu-
rity to natural gas availability and pricing, which 
became visible during the 2022 gas shock.72

Against this backdrop, clean hydrogen projects 
are being layered onto an already dense in-
dustrial ecosystem. The most advanced invest-
ment is Orlen’s green hydrogen programme in 
Gdańsk, centred around a 100 MW electrolyser 
integrated with storage and refinery demand, 
supported by EU approved state aid and National 
Recovery Plan financing.73 In parallel, Poland 
is developing a decentralised portfolio of hy-
drogen valleys, with 11 projects recognised at 
national level, linking production to transport, 
industry, and local energy systems, but so far at 
modest scale relative to existing grey hydrogen 
volumes.74

Public financing has moved decisively into im-
plementation, with the Polish Development Bank 
BGK contracting over PLN 2.1 billion in non-re-
payable support for five hydrogen projects under 
the Recovery Plan, covering a combined electro-
lyser capacity of 343 MW, including both renew-
able and low emission hydrogen pathways.75 At 
the infrastructure level, Poland is positioning 
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itself as a Baltic transit and offtake state through 
the Nordic Baltic Hydrogen Corridor, planned 
to connect Finland with Central Europe via the 
Baltic states and Poland and leading to Germany, 
with an indicative scale of 2,500 km of pipelines 
and up to 2.7 million tonnes per year of hydrogen 
by 2040.76 Additional supply diversification is 
being explored through newly announced co-
operation with Finnish partners on hydrogen 
and derivatives for Polish industry.77

Notwithstanding all of the above, the develop-
ment of clean hydrogen in Poland remains hos-
tage to its currently uncompetitive pricing. In 
the near to mid-term hydrogen will remain an 
industrial decarbonisation and diversification 
instrument rather than a pillar of power or heat 
system adequacy.

Biogas and biomethane

Biogas has unusually strong decentralised po-
tential in Poland because the feedstock base 
is structurally widespread, including large 
numbers of agricultural and food processing 
facilities that already concentrate organic waste 
streams suitable for anaerobic digestion (a pro-
cess through which bacteria break down organ-
ic matter). The gap is not substrate availability 
but project delivery and scaling. As of late 2023, 
Poland had 159 registered agricultural biogas 
plants with total installed electrical capacity of 
about 151.9 MWe, which is still small relative to 
the country’s underlying potential.78 Academic 
estimates place the feasible national scale far 

higher, with one analysis citing an indicative 
potential on the order of 10,000 to 13,000 agri-
cultural installations, implying that current de-
ployment remains well below 1% of what could 
be built under supportive investment and per-
mitting conditions.79 Biogas in Poland continues 
to attract foreign investment.80

Biomethane represents a qualitatively different 
opportunity within this landscape. Unlike bio-
gas used on site for power and heat, upgraded 
biomethane can directly substitute for nat-
ural gas in industry, heating, and transport 
and can be injected into existing gas networks, 
giving it system level relevance beyond local en-
ergy self-sufficiency. By one account, with tech-
nical potential of up to 8 billion cubic metres per 
year, biomethane could in the future cover up 
to 40% of Poland’s gas demand,81 yet its current 
stage of development remains embryonic. As 
of 2024, only one biomethane installation was 
operational, with production below 1 million 
cubic metres annually, and grid injection, cer-
tification, and long term offtake arrangements 
remain rare.82

For energy security, the strategic value is that 
biogas and biomethane can distribute firm gen-
eration and heat across many nodes, reducing 
single point failure exposure and easing de-
pendence on central grid stability in local stress 
scenarios. The security payoff is highest where 
projects are linked to predictable waste streams 
and local heat or power demand, while national 
level impact remains limited until biomethane 
upgrading and grid injection becomes routine.
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4.4 � Fuels

Pipelines and distribution

Poland’s fuels logistics baseline is anchored in 
PERN’s integrated crude and product trans-
port system, which combines long distance 
trunk pipelines with a nationwide storage 
and distribution footprint. PERN states it 
operates 2,479 km of crude and fuel pipelines, 
with 23  storage bases nationwide, including 
over 4.1 million m3 of crude oil storage capacity 
and over 2.4 million m3 of fuels storage capacity, 
which sets the physical ceiling for how much dis-
ruption the system can buffer through storage 
and rerouting rather than through immediate 
imports. Within this system, the Pomerani-
an pipeline is the key internal resilience lever 
because it makes the maritime entry point in 
Gdańsk usable for inland refinery feeding and 
system rebalancing. PERN states that the pipe-
line can move about 30 million tonnes per year 
from Gdańsk to Płock and about 27  million 
tonnes per year in the reverse direction, which 
defines the credible substitution envelope if east-
ern inflows are constrained and seaborne crude 
becomes the marginal supply source.83

For refined products, PERN states that five ma-
jor fuel bases are connected with the refinery in 
Płock by long distance fuel pipelines with a total 
length of about 620 km, which is the backbone for 
moving fuel from domestic refining into inland 
distribution without relying solely on road and 
rail.84 A wartime oriented extension logic is now 
explicitly back on the agenda. Poland plans to 
connect with NATO’s Central Europe Pipeline 
System through about 300 km of new pipelines at 
a cost of 20 billion zlotys, and the same Reuters 
reporting notes NATO committed 60 million zlo-
tys for planning and design, illustrating that fuel 
distribution is being treated as a defence logistics 
asset, not only a commercial chain.85

Poland’s fuels pipelines and storage system for-
mally meets regulatory stockholding require-
ments, but its configuration exposes structural 
vulnerabilities when assessed against realis-
tic crisis scenarios. Liquid fuels enter Poland 

predominantly via maritime routes through 
Naftoport in Gdańsk and fuel terminals in the 
Tri-City area, making the Baltic Sea a critical 
access corridor whose reliability cannot be as-
sumed in a high intensity security environment. 
While the pipeline and storage system operated 
by PERN is technically modern, its spatial dis-
tribution is uneven, with a substantial share of 
storage capacity located in central and eastern 
Poland, including the Małaszewicze region near 
the Belarusian border, creating geographic and 
security exposure rather than strategic depth. 
The underground crude storage facility in Góra 
in the Kuyavian-Pomeranian region, operated by 
IKS Solino, accounts for nearly half of Poland’s 
crude oil storage capacity and is therefore a sin-
gle node whose integrity is system critical, par-
ticularly as its capacity has declined over time 
due to limited investment.

A further structural weakness is the high degree 
of centralisation around the Płock refining 
and pipeline hub, which maximises efficiency 
in peacetime but creates systemic risk under 
disruption, as most pipelines converge on a 
single production and distribution node. Cur-
rent fuels pipelines also allow limited rerouting 
flexibility in crisis conditions, as refined prod-
ucts can realistically be injected into the pipe-
line system almost exclusively in Płock, while 
alternative delivery via rail or road is capacity 
constrained. Although fuels stocks formally sit 
at the interface of energy regulation and crisis 
management, they remain weakly integrated 
into national defence and resilience planning.

Existing regulations focus on maintaining stock 
volumes rather than defining access times, re-
plenishment rates, or prioritisation of supply 
during conflict scenarios. As a result, the fuels 
storage system risks functioning as a nominal 
buffer rather than an operational resilience tool 
unless it is explicitly incorporated into defence 
planning, regionalised distribution logic, and 
infrastructure protection strategies designed 
for conditions of disruption rather than market 
normality.
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Production & refining

Poland’s liquid fuels security ultimately 
depends on whether domestic refining can 
convert crude availability into product avail-
ability at scale, because physical diversification 
of crude supply does not guarantee diesel and 
gasoline continuity if refinery throughput or 
product slate flexibility is disrupted. Orlen’s 
consolidated financial results for 4Q 2023 ex-
plicitly attribute a year on year throughput de-
cline to shutdowns in the Płock refinery and to 
lower throughput consolidation at the Gdańsk 
refinery, and quantify the quarterly throughput 
change drivers by site and segment, showing 
that maintenance and outages have immediate 
measurable impacts on processed volumes.86 In 
parallel, Orlen’s integrated reporting states the 
total production capacities of the group’s refin-
eries at 35.2 million tonnes and specifies that 
the Płock refinery has a production capacity of 
16.3 million tonnes per year, which frames the 
scale of domestic processing that must remain 
resilient for the fuels system to function under 
stress.

On the demand side, a security relevant impli-
cation is that Orlen’s crude sourcing diversifi-
cation has become tightly linked to the opera-
tional continuity of multiple refineries in the 
group’s regional footprint. Reuters reports that 
Orlen signed a 12 month contract with Equinor 
for over 6 million tonnes of crude oil covering 
about 15% of its annual demand, with deliveries 
shipped from Mongstad to refineries in Poland, 
Lithuania, and the Czech Republic.87 This devel-
opments confirms that Poland’s fuel security is 
increasingly embedded in a multi-site refining 
system rather than only domestic barrels and 
domestic plants.

Oil security

Poland’s crude oil security baseline is built 
around the ability to switch between pipeline 
and seaborne entry while preserving internal 
transfer capacity to refineries and storage. The 
maritime gateway is structurally concentrated 
in the Gdańsk node. Naftoport states it is the ex-
clusive owner of five handling jetties with capac-
ity of 36 million tons of crude oil and 4 million 
tons of fuels annually, which makes this single 
terminal a national level choke point for sea-
borne diversification and a key resilience asset 

when eastern inflows are constrained. PERN 
reinforces the same capacity figures in its own 
communication describing Naftoport’s potential 
to handle over 36 million tonnes of crude and 
4 million tonnes of oil products annually.88

Oil security also depends on the stockhold-
ing regime that transforms import and refining 
volatility into continuity of supply. The Inter-
national Energy Agency notes that Poland’s oil 
stocks have consistently been above the 90 day 
IEA requirement and that public stocks are en-
tirely held in Poland at facilities belonging to 
storage companies, because RARS does not have 
its own storage capacities, which matters opera-
tionally for accessibility and release logistics un-
der crisis.89 The legal obligation layer is codified 
domestically. Poland’s compulsory stock logic 
is operationalised through the 53 day industry 
requirement described in Polish public report-
ing on the reserves regime, which reflects the 
domestic implementation design of mandatory 
stocks alongside agency held volumes.90 91

Ownership and remedy structure after con-
solidation is another security shaping variable 
because it influences who controls terminals, 
storage, and wholesale options during stress. In 
the refining and fuel value chain, concentration 
dynamics were materially altered through the 
Orlen and Lotos transaction, which the Europe-
an Commission cleared subject to conditions,92 
embedding structural remedies in areas includ-
ing refining and wholesale related assets, and 
creating downstream consequences for asset 
control and competitive structure that remain 
relevant to resilience because concentrated 
ownership can both accelerate coordination and 
amplify single point governance risk. Decisions 
by the Polish competition authority on transac-
tions linked to fuel logistics remedies illustrate 
how concentration control and asset transfers 
are directly relevant to the security of supply 
architecture, not only to market competition.93

Other fuels

Beyond gasoline and diesel, Poland’s fuels resil-
ience depends on product streams whose logis-
tics are concentrated in the Gdańsk hub and 
whose disruption effects are sector specific and 
immediate. At the terminal level, Naftoport’s 
technical configuration shows that jetties are 
equipped with dedicated loading arms for crude 
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oil, gasoline, diesel, jet fuel, and fuel oil, with jet 
fuel handled through the same deep water berth-
ing infrastructure as other refined products, 
which operationally ties aviation continuity to 
the same port node that anchors crude diversi-
fication.94 The scale of that node is demonstrat-
ed by Port of Gdańsk data showing that in 2025 
Naftoport handled 37.4 million tonnes of crude 
oil and received 84 additional vessels carrying 
petroleum products, confirming that the same 
hub is routinely used for non-crude fuel flows, 
not only as a contingency option.95 This matters 
because product imports function as the main 
balancing instrument when domestic refining 
output is temporarily constrained or when spe-
cific product categories are structurally short.

The centrality of oil and petroleum products in 
EU import sets the macro context for Poland’s 
dependence on seaborne and cross border 
flows for specific refined products even when 
crude sourcing is diversified. Poland’s oil in-
dustry chamber annual reporting documents 
that Poland routinely uses short term imports 
to close market gaps in several product lines, 

including during periods when refinery main-
tenance increases import reliance.96 In securi-
ty terms, the high exposure product is jet fuel, 
since demand cannot be substituted by road 
fuels and aviation supply chains rely on dedi-
cated storage and rapid replenishment cycles, 
meaning a port level throughput shock produces 
a faster operational constraint than in diesel or 
gasoline markets where substitution and wider 
inland storage options exist.

A second stress sensitive category is heating 
oil and heavy fuel oil used by selected industri-
al and municipal consumers, which can become 
import reliant during cold snaps and refinery 
downtime, again pointing to a throughput and 
distribution problem rather than a crude avail-
ability problem. Finally, the broader European 
supply backdrop is relevant because refined 
products like jet fuel are part of an EU market 
that exhibits import dependence patterns and 
external sourcing concentration, which ampli-
fies the risk that a regional shipping or refinery 
disruption tightens product availability across 
multiple member states simultaneously.97
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4.5 � Heating

Production

District heating security in Poland is defined 
by scale, fragmentation, and fuel transition 
pressure, because it is a mass service that 
depends on continuous fuel supply and plant 
availability through winter peaks. URE’s English 
release on the 2023 heating market states that 
the number of licensed district heating compa-
nies increased from 392 to 398 between 2022 
and 2023, and that units with installed capacity 
of 50 MW or less account for more than 55% of 
licensed generators, which indicates a struc-
turally dispersed production base with many 
small sources.98

At the same time, URE’s market characteristics 
page states that at the end of 2023, 398 enter-
prises held 815 licences for heating activity, in-
cluding 354 for generation, 349 for transmission 
and distribution, and 112 for trade, showing that 
production security and network security are 
regulated through distinct concession categories 
and often separate entities.99 Large groups re-
main system relevant because they control high 
capacity CHP nodes and can mobilise capital for 
fuel switching. PGE’s non-financial reporting 
states that PGE Energia Ciepła operates 16 CHP 
plants with heat capacity of 6.8 GWt and elec-
tric capacity of 2.6 GWe, and is positioned as the 
largest producer of electricity and heat in high 

efficiency cogeneration, which makes its asset 
availability and transition sequencing directly 
relevant for urban heat continuity.100 101

Distribution

Heat security is equally a network problem 
because even well supplied heat sources do not 
translate into consumer continuity if distribu-
tion networks are constrained, ageing, or oper-
ationally fragmented. URE’s district heating sec-
tor reporting shows long run network expansion, 
with network length rising from 17,312.5 km to 
22,223.0 km over two decades of monitoring li-
censed companies, which quantifies the physical 
scale of the distribution layer and the mainte-
nance burden it implies.102

At the operator level, distribution is institu-
tionally fragmented in a way that mirrors pro-
duction: many entities hold transmission and 
distribution concessions, and URE’s 2023 market 
characteristics data confirms that 349 licenc-
es were held for transmission and distribution 
alone, which matters for crisis response because 
operational coordination during extreme weath-
er or fuel disruptions must pass through many 
local network operators. At the top end of scale, 
network control by large groups like PGE creates 
concentrated dependencies. 
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4.6 � Nuclear: chasing the rabbit

Poland’s nuclear programme is nascent in 
generation terms, but it is already institu-
tionalised as a national industrial project 
with multiple moving tracks that advance and 
stall in alternating cycles, creating a “two steps 
forward one step back” logic that is now itself 
a security variable. The status quo is straight-
forward: Poland still operates no nuclear power 
plants, yet it has created an investor vehicle and 
a regulatory pathway for a first large scale plant 
in Pomerania, while simultaneously pursuing a 
parallel small modular reactor track and test-
ing a second large plant pathway that has partly 
unravelled.

The core build is the first NPP at Lubiatowo Ko-
palino, structured as three Westinghouse AP1000 
units, each indicated at 1,250 MW gross, which 
defines the intended scale at roughly 3.7 GW and 
the baseline ambition to replace retiring coal 
with firm low carbon capacity rather than to 
complement variable renewables only. Progress 
is real and measurable, but it is front loaded into 
permitting, engineering, and financing rath-
er than concrete. The IAEA has acknowledged 
key steps such as the governmental approval 
of the three AP1000 units and the chain of pre-
paratory decisions that enable site works and 
licensing preparation. Poland thus has built 
a formal governance path but remains in the 
long pre-construction phase where schedules 
are most vulnerable to drift.

The recent breakthrough is political economy 
rather than concrete, because the European 
Commission approved state aid for the first 
plant through a two way contract for difference 
structure designed to provide stable revenues 
for forty years, meaning Poland has moved from 
a declaratory nuclear policy into an EU compat-
ible financing model that can unlock debt and 
begin the transition from engineering contracts 
toward an EPC commitment. At the same time, 
the same state aid decision embeds the risk that 
nuclear becomes hostage to prolonged negoti-
ations over the strike price methodology, cost 

verification, and procurement integrity, which 
is where the two steps forward one step back 
dynamic usually emerges in European nuclear 
builds. A second layer of progress is financing 
pipeline building. In early 2026 World Nuclear 
News reports that PEJ signed a first loan agree-
ment with the US export credit agency, showing 
movement from political announcement toward 
bankable project structuring, but also confirm-
ing that the project is still accumulating enabling 
instruments rather than locking in final delivery.

The programme’s internal risk profile is there-
fore shaped by three hard constraints. First is 
sequencing risk: coal capacity is exiting faster 
than nuclear can realistically enter, and nuclear 
commissioning targets in the 2030s mean that 
near term adequacy pressures must be managed 
through grids, demand response, gas, and im-
ports, creating a window where nuclear is strate-
gically essential but operationally irrelevant. Sec-
ond is institutional volatility and model churn. 
Poland has repeatedly adjusted nuclear govern-
ance and financing assumptions over the past 
decade, and each reset creates friction in supply 
chain mobilisation and regulatory preparation, 
even if the headline plan remains stable. Third 
is industrial realism: Poland can develop a ful-
ly-fledged nuclear industry only if localisation 
moves beyond construction subcontracting into 
qualified manufacturing, nuclear grade quality 
systems, and a durable workforce pipeline.

The Polish Nuclear Power Programme as pre-
sented by the National Atomic Energy Agency 
explicitly frames implementation through 2043 
and includes a human resources development 
plan and associated investments, which signals 
intent for a domestic capability base, but that 
intent must be operationalised through certified 
suppliers, stable project cadence, and predict-
able regulatory demand. The forward looking 
opportunity is real because Poland is trying to 
build a fleet logic rather than a one off plant 
logic. The risk is equally real because the parallel 
track approach can dilute execution. The Pątnów 
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project, initially linked to a Korean technolo-
gy path, illustrates fragility: reporting in 2025 
shows that the Korean partner withdrew and 
that PGE moved to acquire full control of the joint 
venture, which implies a strategic rethink and 
likely schedule reset, reinforcing the pattern of 
advances followed by setbacks.

In contrast, the SMR track has recently tight-
ened rather than loosened. In August 2025 Or-
len and Synthos announced the first SMR site at 
Włocławek and agreed an operating model, with 
the project framed as a concrete step toward a 
BWRX 300 deployment, yet this remains an early 

stage pathway with licensing and supply chain 
hurdles and should be treated as optionality 
until firm regulatory milestones are achieved.

The baseline conclusion for energy security 
is that nuclear can become a central stabilis-
er of Poland’s power system only if execution 
moves from approvals and models into locked 
contracts, predictable build cadence, and do-
mestic capability development. Until then, the 
nuclear programme is best understood as a 
high consequence future pillar whose present 
day contribution is institutional, financial, and 
industrial mobilisation rather than electricity.

Suggested visualisation of Poland’s first nuclear power plant 

Source: PEJ
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5	
Infrastructure resilience, 
threats, and crisis 
management

Poland’s electricity security has a structural 
vulnerability that comes from concentration 
at transmission level. A relatively limited num-
ber of 400 kV corridors and major substations 
enable bulk power transfers, which makes them 
critical nodes whose damage, prolonged outage, 
or forced de-energisation can produce cascading 
constraints that are not easily compensated by 
alternative routing. In the national critical in-
frastructure protection framework, the logic 
is explicit: operators of critical infrastructure 
are expected to maintain reserve systems and 
continuity arrangements to sustain essential 
services until full restoration is possible, and 
the system is coordinated through institution-
alised information exchange and joint exercises 
convened under the national programme. That 
architecture implicitly recognises that a small 
set of high value assets and operational choke 
points creates a disproportional system risk that 
cannot be managed only through market mech-
anisms or standard maintenance planning.103

The single point of failure problem expands 
when physical concentration intersects with 
digital concentration. Energy operations de-
pend on centralised dispatch, telecontrol, and 
protection automation, meaning that compro-
mise of operational technology environments 
can translate quickly into physical disruption 
even when generation capacity is sufficient. 
ENISA’s threat landscape for 2024 identifies 

ransomware and distributed denial of service as 
consistently dominant threat categories across 
the EU threat environment, and it stresses the 
recurring role of state nexus actors in high 
impact campaigns in periods of geopolitical 
tension. In Poland, it named a 2023 Russian 
cyberattack on a wastewater plant among im-
portant incidents.104 In December 2025, a major 
cyberattack targeting wind and PV farms was 
averted.105 In energy terms, this reinforces a 
baseline assumption that cyber operations are 
not episodic but persistent, and that adversar-
ies can pursue both economic extortion and 
widespread disruption objectives against high 
consequence infrastructure.

The cyber and cyber physical risk profile of en-
ergy infrastructure is shaped by interdepend-
ence between IT and OT, and by the safety and 
availability constraints that limit how quickly 
operators can patch, segment, or re-engineer 
systems. ENISA’s assessment of the sectors cov-
ered by the NIS2 directive106 emphasizes that 
growing ICT dependence increases vulnerabil-
ity, and it points to recurring threats such as 
DDoS and ransomware while emphasising the 
socioeconomic impact and speed of impact in 
subsectors like electricity. This is a direct indi-
cator that system risk is not only about whether 
an entity can restore IT services, but whether it 
can sustain operational continuity when control 
and monitoring functions are degraded.

5.1 � Physical and cyber vulnerabilities
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Protection of control systems depends on a 
governance chain that links civilian operators, 
sector regulators, national crisis management, 
and the security and defence community. In 
Poland’s national cybersecurity system, the 
legal baseline under the 2018 cybersecurity 
law107 is that entities in scope must manage 
cybersecurity risk and report incidents, while 
national level response and coordination func-
tions are distributed across three CSIRT teams 
with defined constituencies, including CSIRT 
GOV for government related scope under the 
head of the Internal Security Agency, and CSIRT 
MON for the defence sphere. This structure 
matters for energy because a serious incident 
can shift from an operator technical issue into 
a national security issue, triggering vertical es-
calation, classified information handling, and 
crisis coordination pathways that are not avail-
able in normal commercial incident response.

Operationally, the most difficult coordination 
problem is that grid security sits at the inter-
section of military grade threat awareness and 
civilian continuity obligations. The national 
critical infrastructure programme explicitly 
embeds the expectation of multi-level coop-
eration, including roles for special services 
and crisis management bodies, and it treats 
information exchange mechanisms and joint 
exercises as core instruments for reducing 
vulnerability. When threat intensity rises, co-
ordination with the armed forces can become 

part of the protection model for key sites such 
as substations and high voltage lines, because 
deterrence and rapid response require capa-
bilities beyond private security. In practice, 
this requires institutional choreography be-
tween operators such as PSE, crisis manage-
ment coordination through RCB mechanisms, 
cyber incident pathways under the national 
cybersecurity system, and defence domain 
involvement through the Ministry of Nation-
al Defence and military structures when the 
threat is assessed as hostile state activity rather 
than criminality.108

At the technical layer, robust control system 
protection is defined by segmentation between 
enterprise IT and OT, strict management of re-
mote access, secure engineering of safety and 
protection functions, and incident response 
procedures that can operate under degraded 
communications. One American guidance on 
OT security frames these measures as necessary 
because OT systems have unique availability, 
reliability, and safety requirements that make 
standard IT security approaches insufficient, 
and it provides a reference architecture for 
applying layered controls without destabilis-
ing industrial processes.109 For Poland’s energy 
infrastructure, this implies that resilience is 
achieved when operators can treat cybersecuri-
ty as an operational continuity function aligned 
with system dispatch and crisis planning, rath-
er than as an IT compliance exercise.
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5.2 � Hybrid, maritime, and geopolitical threats

Poland’s infrastructure resilience in the 
electricity domain is increasingly shaped by 
hybrid and maritime threat dynamics in the 
Baltic Sea, where the density of critical undersea 
assets intersects with intensified geopolitical 
friction. The regional baseline is not limited 
to deliberate sabotage. It includes ambiguous 
disruption patterns in which damage to power 
cables110 and telecommunications links is plau-
sibly deniable and often attributed to civilian 
shipping behavior, including anchor drag in-
cidents, while still producing strategic effects 
through uncertainty, operational burden, and 
public anxiety. This ambiguity is itself a tool be-
cause it forces authorities to treat each incident 
as both an accident risk and a hostile action risk 
until attribution stabilises, raising the cost of 
response and complicating escalation control. 
The operational consequence is persistent de-
mand for surveillance, rapid investigation, and 
protection measures across territorial waters 
and exclusive economic zones, increasingly 
coordinated among Baltic Sea states and EU 
institutions.

The Baltic Sea exposure is amplified by the cou-
pling of maritime incidents with energy system 
constraints on land. Undersea disruptions can 
reduce cross border transfer capacity, tighten 
balancing margins, and increase the probability 
that inland bottlenecks become binding precise-
ly when system stress is already elevated due 
to weather or market conditions. NATO and the 
EU have responded by emphasising deterrence 

by presence, improved situational awareness, 
and faster mechanisms for joint monitoring and 
response,111 reflecting a view that repeated infra-
structure incidents require a collective securi-
ty posture rather than purely technical repairs. 
The institutional implication for Poland is that 
threat management spans multiple chains of 
command: maritime surveillance and incident 
response through coast guard and naval assets, 
intelligence assessment and counter sabotage 
functions through security services, and sys-
tem stability through transmission and market 
operators.

Disruption scenarios therefore cluster around 
three actor categories that require different 
countermeasures. The first is hostile state linked 
activity, including covert operations and proxy 
behaviour, where the objective is cumulative 
erosion and strategic signalling. The second is 
commercial or shadow shipping behaviour that 
can produce damage without deliberate intent 
but still creates exploitable vulnerability, par-
ticularly when enforcement and jurisdiction 
are contested. The third is cyber enabled hy-
brid activity that targets operational decision 
points, such as dispatch, restoration sequencing, 
or public communication, to amplify the impact 
of a physical incident. The practical policy prob-
lem is that these categories can overlap in real 
cases, so Poland’s response posture must treat 
attribution as a process, not a prerequisite for 
action, while still maintaining legal proportion-
ality and escalation discipline.
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5.3 � Supply chain and repairability constraints

Resilience depends not only on preventing dis-
ruption, but also on the ability to repair and 
restore at speed, and this is increasingly con-
strained by global supply chains for critical 
electricity equipment. In the European market, 
lead times for large power transformers and ca-
bles have lengthened materially, which creates a 
structural repairability risk for Poland because 
the most consequential failures at transmission 
level often involve custom high voltage com-
ponents with limited substitute options. The 
International Energy Agency reports that pro-
curement times for cables are now typically two 
to three years and for large power transform-
ers up to four years, with direct current cable 
waiting times extending beyond five years for 
some specialised components.112 This converts 
high impact faults into extended duration risk, 
particularly when events are correlated, such as 
storm damage combined with sabotage risk or 
multi asset failures across the region.

Spare parts strategy becomes a core security 
variable under these conditions. The system 
faces a trade-off between cost efficiency and 
resilience because stockpiling large equipment 
is expensive and complex, yet relying solely on 
just in time procurement is no longer credible 
when supply backlogs and manufacturing ca-
pacity constraints dominate timelines. The EU’s 
Grid Action Plan frames this as a systemic Eu-
ropean challenge, pushing for better visibility 
of grid project pipelines and coordination with 

manufacturers to support investment in pro-
duction capacity and secure supply chains.113 For 
Poland, this implies that national resilience 
planning must treat procurement coordination 
and standardisation as security enablers, in-
cluding through closer alignment between PSE, 
distribution system operators, and relevant 
ministries responsible for energy security and 
industrial policy.

Workforce availability and skills are the second 
repairability constraint. Restoration and grid 
modernisation require high voltage engineers, 
protection specialists, dispatch trained opera-
tors, and field teams with safety and authori-
sation credentials. The constraint is not only 
headcount but task critical experience, since 
high voltage works, protection settings, and 
restoration operations are not easily substi-
tutable across sectors. Europe-wide roadmaps 
developed jointly by grid operators and the 
supply chain emphasise that delivery capaci-
ty is constrained by both manufacturing and 
skilled labour, which in practice means that 
even when equipment is available, installation, 
commissioning, and safe return to service can 
become the pacing item. For Poland this is an 
institutional challenge because responsibility 
is split between operators as employers, the 
education and training ecosystem, regulator 
driven investment incentives, and the security 
community’s need for assured staffing during 
crisis operations.
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5.4 � Crisis management and emergency response

Poland’s crisis management framework is de-
fined by statutory allocation of roles across pub-
lic administration and by planning instruments 
that standardise escalation and coordination. 
The Crisis Management Act sets the national 
architecture, defining crisis management as 
an element of managing national security and 
assigning tasks, planning duties, and financing 
rules across competent authorities. The Nation-
al Crisis Management Plan functions as the 
planning matrix for all participating public bod-
ies, providing the reference structure for min-
isterial and regional plans and thereby shaping 
how energy disruption scenarios are integrat-
ed into national civil planning. The operation-
al implication is that electricity infrastructure 
incidents can move quickly from operator-led 
technical response to a multi-agency national 
security event, triggering crisis coordination 
bodies and formal information flows.

At operator level, preparedness and restora-
tion are anchored in formal defence and resto-
ration planning aligned with EU requirements 
for electricity emergency and restoration. 
Commission Regulation 2017/2196 establishes 
processes and obligations for TSOs regarding 
system defence and system restoration, and PSE 
reports that it maintains internal documents 
governing the review and release of its System 
Defence Plan and Restoration Plan, reflecting 
institutionalised readiness for low probability 
high impact events. This matters because res-
toration is not only technical. It is organisation-
al. It depends on pre-defined sequences, roles, 
black start capable resources, communications 
redundancy, and coordination with distribution 
operators, generators, and critical customers. 
The boundary between operator action and state 
action becomes especially important when the 
incident is assessed as hostile, because protec-
tion, investigation, and attribution functions re-
quire security services and potentially military 
support, while restoration requires uninterrupt-
ed operator command over system operations.

Information sharing and public communication 
are part of resilience because they shape compli-
ance, social stability, and operational freedom 
during a crisis. The crisis management frame-
work and national alerting practice create 
channels for rapid public messaging, but energy 
incidents also demand targeted communication 
to critical sectors, local governments, and indus-
trial consumers who may face curtailment. The 
challenge is that hybrid contexts deliberately 
attack trust and can weaponize uncertainty, so 
the state and operators need coordinated mes-
saging that is timely but avoids over attribution 
or misinformation. Effective practice therefore 
depends on rehearsed coordination between 
operator communication teams, government 
crisis communication structures, and the secu-
rity community’s need to protect sensitive in-
formation while maintaining public confidence.

The Government Centre for Security (Rządowe 
Centrum Bezpieczeństwa – RCB) has a pivotal 
and central role in two key areas: coordination 
of crisis prevention processes and, in the event 
of a crisis, oversight of crisis management. RCB 
is responsible for conducting risk assessments 
of threats to national security (Krajowy Plan 
Zarządzania Kryzysowego), which is a planning 
document meticulously delineating all the types 
of threats and situations which can cause a cri-
sis and assigns a risk assessment. It is an open 
source document and is updated biannually. The 
centre is also responsible for the preparation of 
another important document, namely the Na-
tional Programme for Critical Infrastructure Pro-
tection. The objective of this document is to create 
conditions for enhancing the security of critical 
infrastructure, particularly with regard to:
1.	 Preventing disruptions to the functioning of 

critical infrastructure;
2.	 Preparing for crisis situations that may ad-

versely affect critical infrastructure;
3.	 Responding to incidents of destruction or dis-

ruption of critical infrastructure operations;
4.	 Restoring critical infrastructure.114
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As far as energy infrastructure is concerned, the 
National Plan for Crisis Management, recog-
nises the following threats: disruptions in the 
supply of electricity and disrupting in the supply 
of energy fuels. The table below demonstrates 
some of the described threats.

In case of disruption of fuel supply, the National 
Crisis Management Plan mentions the following:

1.	 Failures of crude oil pipelines or associated 
infrastructure (including pumping stations), 
occurring within the national territory or 
outside the country.

2.	 Failures of terminals for the reception of 
crude oil and petroleum products;

3.	 Failures within the fuel logistics system;

4.	 Failures of, or deliberate attacks on, infor-
mation systems;

5.	 Disruptions to the operation of the fuel dis-
tribution system, affecting the entire country 
or specific regions, resulting from restric-
tions on fuel imports from abroad;

6.	 Disruptions in crude oil processing and re-
fining operations;

7.	 Adverse developments in the international 
environment, including political or economic 
conflicts in crude oil supplier countries or 
transit countries, leading to limitations or 
interruptions in crude oil supplies;

8.	 Failure to carry out threat analyses and pro-
cess-technical risk assessments for existing 
facilities;

9.	 Terrorist, sabotage, or diversionary inci-
dents.115

As for the responsible institutions, the matrix of 
roles and responsibilities is quite complex. The 
National Plan for Crisis Management recognis-
es two levels of responsibility: leading author-
ities and auxiliary authorities. The table below 
demonstrates the responsibilities of leading 
authorities only in times of crisis.

Types of threats pertaining to the disruption in electricity supply 

Type of failure (threat) Description

System failure an operational event as a result of which 
synchronous components of the National Power 
System (NPS) are disconnected from operation in an 
amount exceeding 5% of the current demand for 
power in the NPS.

Network failure an operational event resulting in the disconnection 
of synchronous components of the NPS in an 
amount not exceeding 5% of the current demand for 
power in the NPS.

Widespread power outage loss of voltage in the NPS electricity grid over a 
significant area as a result of a sequence of random 
or deliberate events (network failures, shutdowns of 
power plants, extreme weather conditions, events of 
a terrorist/sabotage/diversionary nature), causing 
critical exceedance of basic technical operating 
parameters of the NPS (frequency, voltage) and 
resulting in the automatic disconnection of system 
power plants connected to the NPS grid in the 
affected area.

Capacity deficit insufficient generation capacity within the NPS.

Lack of analysis of threats 
and assessment of process 
and technical risks

related to existing facilities and during 
modernization processes or the construction of 
new facilities, beginning at the design stage.

Source: National Crisis Management Plan
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In case of disruption to fuel supply, the Ministry 
of Energy is obligated to conduct the following 
in preventative and preparatory phases:

1.	 Ongoing monitoring of the national supply 
of crude oil and fuels, as well as the level and 
structure of crude oil and fuel stocks;

2.	 Supervision of operators of essential ser-
vices;

3.	 Issuance of decisions concerning the transfer 
of a portion of agency stocks of crude oil to 
strategic reserves;

4.	 Issuance by means of a regulation of a de-
tailed list of raw materials and petroleum 
products taken into account when determin-
ing the volumes of emergency stocks and 
mandatory stocks;

5.	 Approval of voivodeship-level action plans 
aimed at ensuring the implementation of 
restrictive measures;

6.	 Define the detailed procedures for reducing 
the volume of mandatory stocks of crude oil 
or petroleum products;

7.	 Issuance of decisions on the transfer of part 
of agency crude oil stocks to strategic re-
serves.

8.	 Preparation and regular update of crisis 
management plans.

Crucially, entrepreneurs conducting business 
activities in the field of production or process-
ing, as well as import, of crude oil, petroleum 
products (fuels), and liquefied petroleum gas 
(LPG) are obligated to establish and maintain 
mandatory stocks of crude oil or fuels.116

As the above complication demonstrates, Po-
land has a multi-tiered, robust and detailed 
crisis management system, where prepared-
ness, monitoring and exchange of information 
is key.

Table indicating roles of different leading authorities in the 
preventative and preparatory phases of disruption to electricity supply.

Entity Role

Ministry of Energy •	 Prepare state energy policy projects and coordinate 
implementation.

•	 Define detailed regulations for the operation of the 
electricity system considering safety and reliable 
functioning, including equipment, installations, and 
networks.

•	 Supervise key service operators.

•	 Monitor the functioning of the National Electricity System 
and security of electricity supply.

•	 Define, by regulation, the level of mandatory fuel reserves 
in energy companies.

•	 Define regulations concerning limits on electricity 
consumption.

•	 Set rules for verifying qualifications of persons operating 
equipment, installations, and networks.

•	 Monitor the functioning of the capacity market.

•	 Prepare and update documents:

•	 Reports on monitoring energy supply security.

•	 Readiness plans for threats in the electricity sector.

TSO 
Polskie Sieci 
Elektroenergetyczne 
S. A. (PSE)

•	 Operate the transmission grid efficiently, ensuring the 
required reliability and quality of electricity supply.

•	 Coordinate with distribution system operators and other 
transmission operators.

•	 Manage connections with other electricity systems.

•	 Purchase system services needed for proper electricity 
system operation.

•	 Coordinate usage of services not related to frequency in 
the 110 kV network.

•	 Balance the electricity system, ensuring adequate reserves 
and managing system constraints.

•	 Manage electricity flows in the transmission system.

•	 Purchase electricity to cover losses in the transmission 
network.

•	 Prepare plans for major system failures and recovery.

DSOs •	 Operate the distribution network efficiently.

•	 Ensure the operation, maintenance, refurbishment, and 
development of the distribution network to guarantee its 
reliable functioning and meet justified future demand.

•	 Cooperate with the TSO and other electricity system 
operators to ensure the coherent operation, coordinated 
development, and efficient functioning of the electricity 
system.

•	 Manage electricity flows, network constraints, and reactive 
power, taking into account technical operating conditions 
and coordination with the transmission network.

•	 Dispatch generation units connected to the distribution 
network.

•	 Procure electricity to cover distribution network losses, 
applying transparent and non-discriminatory

•	 Procure and use flexibility and ancillary services necessary 
for the secure operation of the distribution system.

•	 Plan the development of the distribution network, taking 
into account: energy efficiency measures, demand-side 
management, new generation capacity, and publicly 
accessible electric vehicle charging infrastructure.

•	 Comply with coordination arrangements with the TSO 
concerning the operation of the coordinated 110 kV 
network, including the use of non-frequency ancillary 
services and flexibility services.

Source: National Crisis Management Plan
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6	
The Baltic Sea corridor 
as a strategic energy 
security axis

The Baltic Sea has evolved into a central logis-
tical and strategic axis of Poland’s energy 
system, underpinning security of supply 
across multiple carriers. Approximately half 
of Poland’s total energy needs, primarily fossil 
fuel imports, are delivered via the Baltic Sea 
corridor.117 This includes gas supplied through 
the Baltic Pipe with a capacity of 10 bcm per 
year, LNG imports via the Świnoujście termi-
nal at around 7.5 bcm per year, and crude oil 
and fuel imports through Naftoport in Gdańsk, 
which handled a record 24 million tonnes in 
2022 and currently operates with an annual 
capacity of approximately 40 million tonnes. 
Electricity imports are integrated through the 
SWEPOL HVDC interconnector linking Poland 
with Sweden, with a total length of 254 km, 
including 239 km of submarine cable. These 
maritime entry points feed inland refineries, 
power plants, district heating systems, and the 
national transmission grid, making coastal in-
frastructure functionally indispensable for the 
stability of inland energy systems.

Beyond transit, the Baltic Sea also hosts limited 
upstream activity. Orlen Petrobaltic operates 
offshore exploration and production assets in 
the B3 and B8 fields, including two drilling plat-
forms, three production platforms including the 
unmanned PG 1 platform, support vessels, and 
a tanker.118 While this domestic production has 
operational relevance, it remains insufficient 
to confer strategic autonomy and reinforces 
the structural necessity of imports. Looking 
forward, dependence on the Baltic corridor 
will increase further. Offshore wind plans 
foresee 5.9 GW of installed capacity by 2030 and 
11 GW by 2040, corresponding to roughly 13% 
and 19% of electricity generation.119 This shift 
requires extensive development of transmission 
infrastructure, ports, and harbours adapted to 
offshore wind logistics.120 Combined with the 
planned FSRU near Gdańsk with a capacity of 
approximately 6.1 bcm per year and the nuclear 
power plant at Lubiatowo Kopalino, northern 
Poland and the Baltic Sea could underpin close 
to 60% of national energy supply and generation, 
structurally transforming the coastline into a 
strategic energy hub.121

6.1 � Role of the Baltic in national energy flows
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Offshore wind farm (Planned)

Interconnector (Planned)

Telecommunication cable

Interconnector

Map showing the Polish energy investments 
in a wider regional context 

Sources: Global Energy Monitor, Submarine Sea Cable Map, ENSTO

6.2 � Infrastructure concentration & vulnerability

The strategic concentration of energy infra-
structure in the Baltic Sea region generates 
a dense vulnerability landscape driven by 
physical exposure, technological complexi-
ty, and governance fragmentation. Undersea 
pipelines, power and data cables, offshore sub-
stations, drilling platforms, and wind farms are 
geographically extensive and costly to monitor, 
while their repair is time consuming and capi-
tal intensive.122 These assets are vulnerable to 
interference by submarines, surface vessels, 
anchors, unmanned underwater vehicles, and 
diving teams, while increasing automation 
and digitalisation introduce additional cyber 
and cyber physical attack surfaces. Although 
damage to a single offshore wind turbine with 
a capacity of around 15 MW would have limited 
systemic impact, disruption of an entire wind 
farm, typically around 1 GW in capacity, or of 
an offshore transformer substation could gen-
erate severe generation losses and destabilise 
the electricity system.

Hybrid threat123 dynamics amplify these vul-
nerabilities. Since the start of Russia’s full scale 
invasion of Ukraine, at least 13 incidents involv-
ing damage or suspected sabotage of undersea 
cables and pipelines in the Baltic Sea region 
have been identified by experts.124 While earlier 
incidents primarily affected other Baltic states, 
Polish infrastructure has increasingly been tar-
geted. In May 2025, the Russian shadow fleet 
vessel MV SUN loitered for several days above 
the SWEPOL interconnector without causing 
damage, an action widely interpreted as prob-
ing response thresholds and mapping vulner-
abilities.125 In September 2025, Russian fighter 
aircraft flew at low altitude near a Petrobaltic 
drilling platform,126 followed shortly by the pres-
ence of a Russian fishing vessel slowing near 
the Petrobaltic pipeline, withdrawing only after 
Coast Guard intervention.127 These actions illus-
trate a pattern of calibrated, deniable pressure 
designed to test preparedness, create uncertain-
ty, and erode confidence.
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The economic implications of disruption are 
severe. RAND Corporation estimates show that 
daily disruption costs range from approximately 
12 million euro for electricity interconnectors to 
75 million euro for gas pipelines (see table 1)128, 
while repair costs for major gas pipelines can 
reach between 11 and 20 billion euro.129 This 
asymmetry between the low cost of interference 
and the high cost of repair and disruption ex-
plains the attractiveness of Baltic infrastructure 
as a hybrid target.

Table showing costs of disruption of critical infrastructure

Types of infrastructure Cost of disruption per day

electricity interconnectors 12 million euro

subsea telecommunication cable 24 million euro

oil pipelines 36 million euro

gas pipelines 75 million euro

Source: RAND Corporation

6.3 � Protection, surveillance & recovery

Protection of energy infrastructure in the 
Baltic Sea relies on a multi layered system 
combining operator responsibility, national 
security instruments, and allied coordination. 
Under Polish law, primary responsibility for 
protecting critical infrastructure lies with op-
erators, while the state exercises oversight and 
coordination functions.130 Existing monitoring 
systems on pipelines and cables were largely 
designed for leak and malfunction detection 
rather than deliberate sabotage, leaving capa-
bility gaps in hostile scenarios. Legal complexity 
is heightened by the fact that much offshore in-
frastructure is located in the exclusive economic 
zone, where jurisdiction is governed by UNCLOS 
rather than full territorial sovereignty.

In response to escalating threats, NATO and 
Poland have expanded surveillance and co-
ordination mechanisms. NATO established the 
Critical Undersea Infrastructure Coordination 
Cell in 2023, followed by the Maritime Centre for 
the Security of Critical Infrastructure and Task 
Force X, which employs autonomous systems 
for detecting underwater threats and supports 
attribution efforts.131 Poland launched Operation 
Zatoka in 2022,132 a continuous naval monitor-
ing mission aimed at protecting critical infra-
structure, though experts note that such deploy-
ments also risk diverting naval resources and 
prompting adaptive responses by adversaries.133 
Recent incidents involving shadow fleet vessels 
damaging undersea cables between Latvia and 
Lithuania and an interconnector near Bornholm 

illustrate the limits of deterrence based solely on 
monitoring. No wonder then that Orlen, argua-
bly the most important Polish stakeholder of the 
Baltic’s security of critical energy infrastruc-
ture, is doubling down on maritime drones and 
related technologies to monitor and safeguard 
its assets. One major development concerns its 
cooperation agreement with WB Group, a lead-
ing Polish producer of advanced drone tech.134

Domestically, Poland has moved to strength-
en the legal and institutional framework. The 
Government Centre for Security has issued 
requirements for offshore wind developers 
to specify protection measures,135 while the 
adoption of legislation known as Safe Baltic ex-
pands the Armed Forces’ authority to protect 
infrastructure at sea, clarifies rules on the use 
of force, and enables operations beyond ter-
ritorial waters within maritime zones.136 137 138 
Parallel plans to establish a Maritime Security 
Centre under the Coast Guard aim to centralise 
information sharing among civilian, military, 
and private actors, functioning as a coordina-
tion hub rather than a command authority. 139 
Despite these advances, experts highlight the 
absence of a single overarching doctrine clearly 
delineating roles, command relationships, and 
escalation pathways in the event of a major mar-
itime energy incident.140

A recurring concern raised by interlocutors is 
the absence of a holistic legal and operation-
al framework governing incident response in 
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the Baltic Sea. One interlocutor141 pointed out 
that no single legal act clearly defines the roles, 
responsibilities, and command chains of rele-
vant authorities and operators in the event of 
a maritime incident, including those affecting 
energy infrastructure. This gap is particular-
ly visible in relation to offshore wind farms, 
where several operational scenarios remain 
legally undefined, partly because installations 
are still under construction and established 
practices have yet to emerge. For example, in 
the event of a fire at an offshore transformer 
station, the operator would formally be ex-
pected to notify civilian emergency services, 
highlighting the lack of tailored procedures 
for offshore energy assets. In this context, the 
planned Maritime Security Centre is seen as an 
important step, but primarily as a monitoring 
and threat-classification body rather than an 
operational command authority. Its intended 
role is to enable proportionate and appropriate 
responses by identifying the competent actor 
for a given situation, recognising that not every 
incident, such as the presence of a fishing vessel 
near subsea cables or wind farms, warrants a 
military response.

One interlocutor indicated that Orlen is ad-
vocating for establishing a broad cooperation 
format in the Baltic Sea, one that would en-
compass border guard services, naval forces, 
and regional security actors. According to the 
above plan, such a framework could materi-
alise as the Maritime Critical Infrastructure 
Resilience Council, perhaps anchored at the 
Council of Baltic Sea States,142 an internation-
al organisation headquartered in Stockholm 
whose one-year presidency Poland assumed 
in July 2025. The Council would bring together 
critical infrastructure operators, security min-
istries, armed forces, and specialized services. 
It would function as an advisory body for Baltic 
Sea region states, as well as for the European 
Commission, while simultaneously serving 
as a structured platform for information ex-
change and the dissemination of best practic-
es related to the protection and resilience of 
maritime critical infrastructure. The initiative 
constitutes an original concept that is being 

developed by Orlen, aimed at strengthening 
coordinated resilience governance across the 
Baltic Sea region.

Several interlocutors noted that Poland and the 
Baltic states are actively advocating within the 
European Commission for a broader use of Con-
necting Europe Facility funding to cover not 
only cross-border interconnectors, but also off-
shore cabling, transformer stations, key compo-
nents, and the physical protection of energy in-
frastructure, including monitoring equipment. 
The Commission has signalled openness to this 
approach, including proposals to finance sur-
veillance tools such as drones from common EU 
funds. Protection of critical energy infrastruc-
ture is also increasingly framed within EU–NATO 
cooperation, underscored by the participation 
of a NATO Deputy Secretary General in recent 
meetings of the EU Energy Council.

In parallel, under the Commission’s so-called 
omnibus initiative, environmental permit-
ting procedures are expected to be simplified 
through a presumption of approval for strate-
gic investments, with a six-month deadline for 
environmental authorities, after which consent 
would be deemed granted. One interlocutor 
stressed that greater emphasis must be placed 
on the protection of distribution networks and 
on cyber security cooperation.143 At the same 
time, a structural legal constraint remains, as 
Polish law does not permit the construction of 
offshore wind farms within territorial waters, 
shaping both project siting and security plan-
ning in the Baltic Sea.

All in all, technical mitigation is progressing 
alongside institutional change. Offshore wind 
export cables and substations are being designed 
with enhanced physical protection and monitor-
ing tailored to Baltic conditions.144 Nonetheless, 
consensus among practitioners is that no single 
measure is sufficient. Effective protection re-
quires a combined legal, military, technological, 
and organisational approach, integrated across 
national and allied levels, to manage a threat 
environment characterised by ambiguity, de-
niability, and cumulative pressure.145
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7	 Role of the private sector 
and market dynamics

Private participation in Poland’s energy system 
is concentrated in three layers that behave dif-
ferently under security stress: competitive 
generation and supply, regulated networks, 
and strategic energy logistics.

Competitive segments such as renewable 
generation, corporate PPAs (Power Purchase 
Agreements), and retail supply are structural-
ly open to private and foreign capital, and this 
is increasingly visible in offshore wind where 
investment scale, supply chain access, and 
project finance capacity are often anchored 
in international developers and joint ventures. 
A practical implication is that a growing portion 
of future capacity additions, especially in off-
shore wind, is driven by private balance sheets 
and foreign risk appetite, which strengthens de-
livery potential but also relocates key decisions 
on timelines, procurement, and risk tolerance 
outside the state’s direct ownership perimeter. 
This is not inherently a vulnerability, but it in-
creases the importance of regulatory credibility 
and credible protection architecture in maritime 
zones where projects and export cables will sit.

In practice, however, the bulk of committed 
offshore wind capacity remains led by state 
owned groups such as Orlen and PGE, with 
foreign partners primarily contributing capital, 
technology, and execution capacity rather than 
displacing domestic ownership control. At the 

same time, the outcome of the first competi-
tive offshore wind auction, in which Equinor 
secured support ahead of domestic bidders, il-
lustrates that the government is prepared to 
open strategic energy infrastructure to foreign 
investors when expertise and price competitive-
ness outweigh ownership considerations.

Regulated electricity distribution is institution-
ally different because it is a critical service de-
livered by a small set of DSOs under concessions 
and tariff regulation. The Energy Regulatory 
Office’s tariff decision for 2025 explicitly iden-
tifies the five largest distribution companies, 
including Stoen Operator alongside the major 
state linked DSOs.146 This matters because it il-
lustrates that critical network functions include 
an operator embedded in a foreign capital group 
rather than the legacy state utility ecosystem.147 
This creates a dual governance reality: security 
sensitive assets can be privately controlled even 
when the state retains strong regulatory and 
crisis powers. In parallel, strategic sensitivity 
rises at interfaces where market actors touch 
system critical nodes such as ports, LNG and fuel 
logistics, and the transmission control layer. In 
those domains, ownership concentration and 
merger remedies become a security issue, not 
only a competition issue, because they shape 
who controls chokepoints, how redundancy is 
financed, and how fast decisions can be executed 
during stress.

7.1 � Private ownership and foreign capital
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7.2 � Market incentives vs. security obligations

Energy security delivery in Poland relies on a 
structural tension between market incentives, 
which optimise for cost and risk adjusted re-
turns, and security obligations, which require 
redundancy, spare capacity,148 and investments 
whose value is realised mainly during crises. 
In electricity, this tension is managed through 
a layered policy stack: EU market rules that re-
quire unbundling, third party access, and com-
petitive dispatch, plus national instruments 
that pay for adequacy and flexibility when the 
energy only market does not deliver sufficient 
investment signals.149 Poland’s capacity mar-
ket is the clearest example of this security 
overlay. The European Commission’s state aid 
decision approving the planned Polish capac-
ity mechanism explains why the instrument 
exists, how it is designed to ensure security of 
supply, and how foreign capacity participation 
is meant to be handled over time.150 The secu-
rity logic is that the state explicitly buys readi-
ness and availability, even when energy market 
revenues are insufficient to keep dispatchable 
assets online or to incentivise new resources 
with system value.

Regulatory risk becomes the pivotal constraint 
in this model because private investors price 
policy credibility directly into the cost of capi-
tal. When regulatory changes are frequent, ret-
rospective, or politically contested, investors 
demand higher returns or delay commitment, 
which in infrastructure systems translates into 
slower buildout, lower redundancy, and a higher 
probability that security margins tighten under 

stress. In Poland, this risk is not theoretical. It 
emerges from the interaction of multiple rule 
sets: tariff regulation and allowed returns for 
networks, auction design and eligibility rules for 
capacity and renewables support, and system 
operator constraints that can create curtailment 
risk for variable generation. At the European lev-
el, ACER’s monitoring work on electricity market 
integration tracks how congestion, cross border 
constraints, and market coupling affect price 
signals and the conditions for investment.151 
For Poland, the security implication is that the 
market can be integrated and still fail to deliver 
resilience investments unless national and EU 
rules make flexibility, grid investment, and dis-
patchable capacity bankable at scale.

Energy security in electricity also differs from 
other critical sectors in that it relies dispro-
portionately on market based investment 
signals to deliver assets with public security 
value. In other domains, such as oil logistics 
or cross border fuel connections, resilience in-
vestments are routinely justified and financed 
through public budgets, including defence relat-
ed expenditure, because their value lies almost 
entirely in contingency rather than commercial 
return. As defence spending increases and ener-
gy infrastructure is increasingly recognised as a 
security asset, the absence of comparable public 
financing instruments for electricity system re-
silience places an unrealistic burden on markets 
to deliver redundancy and preparedness that 
they would not be expected to provide in other 
strategic sectors.
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7.3 � Public private coordination in crisis conditions

Crisis coordination in Poland’s energy system 
is built on a statutory premise that operators 
own and run most critical assets, while the state 
provides oversight, planning, and coercive tools 
for emergency management. The Government 
Centre for Security frames this explicitly: crit-
ical infrastructure protection is embedded in 
crisis management practice and depends on 
cooperation among public bodies and the busi-
ness sector, which is necessary precisely be-
cause critical infrastructure is often privately 
owned.152 The coordination reality is therefore 
institutional rather than rhetorical. It requires 
stable interfaces between operators such as PSE, 
DSOs, fuel and gas infrastructure entities, and 
state bodies responsible for crisis management, 
internal security, and defence, because a hostile 
incident quickly becomes a multi domain event 
spanning technical restoration, law enforce-
ment, and potentially military protection tasks.

Legal obligations and limitations shape what 
information can be shared, how quickly meas-
ures can be ordered, and who bears liability for 
actions taken under emergency conditions. The 
Crisis Management Act provides the backbone 
for crisis planning and the organisation of cri-
sis management across public administration, 
which is the framework that is activated when 
an energy disruption escalates beyond routine 
operator response.153 In parallel, EU resilience 

law has been tightened. The Critical Entities 
Resilience Directive requires Member States 
to identify critical entities in sectors including 
energy, ensure risk assessments, and impose 
resilience measures and supervisory expecta-
tions.154 This shifts coordination from voluntary 
good practice toward structured obligations that 
have legal force, including expectations around 
incident handling, continuity planning, and co-
operation with competent authorities.

Information sharing and liability are where 
public private coordination tends to fail in real 
incidents if rules and expectations are not clear 
in advance. Operators can hesitate to disclose 
operational data if legal exposure, reputational 
risk, or confidentiality constraints are unclear, 
while security services can restrict informa-
tion in ways that reduce operator’s situational 
awareness. The solution is not only technical 
platforms but governance design: clear thresh-
olds for notification, protected channels for sen-
sitive information, and liability safe harbours 
for good faith sharing during crises. The CER 
framework is relevant here because it assumes 
that resilient operation depends on structured 
interaction between critical entities and public 
authorities, including supervision and support, 
which implicitly requires resolving the informa-
tion sharing dilemma in a way that does not pun-
ish transparency in the middle of an incident.
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Conclusion: the long way out, and the longer 
road ahead for Poland’s energy security

Poland’s energy security story is no longer about 
whether fuel can be sourced, but about whether 
the system can hold together under pressure. 
The country has largely escaped direct depend-
ence on Russian oil and gas, yet the infrastruc-
ture that made it possible has concentrated risk 
in new places, especially along the Baltic coast. 
What once looked like diversification has be-
come a test of resilience, repair capacity, and 
institutional readiness.

Electricity sits at the centre of this shift. Renewa-
bles have grown faster than grids, flexibility, and 
governance have adapted. Congestion, curtail-
ment, and tight adequacy margins are no longer 
warning signs but everyday operating conditions. 
Strategic documents struggle to keep up, while 
repeated revisions and moving ministerial 
boundaries weaken confidence among opera-
tors and investors alike. Law still treats sectors 
separately, even as failures increasingly cascade 
across electricity, heat, fuels, and digital systems.

The system relies heavily on a small group 
of state controlled operators and companies 
that both manage assets and shape policy as-
sumptions. This gives the state leverage, but it 
also blurs responsibility and exposes technical 

decisions to political pressure. Coal continues to 
act as an insurance policy against failure, not be-
cause it is efficient or future proof, but because 
alternatives are not yet ready at scale. Storage, 
demand response, and grid forming technolo-
gies remain treated as supplements rather than 
foundations.

Markets are asked to deliver resilience that 
would be publicly financed in other security 
domains, leaving electricity exposed to regu-
latory uncertainty and delayed investment. At 
the same time, the Baltic Sea has become in-
separable from national energy security, linking 
power generation, fuel imports, subsea cables, 
and maritime protection into a single risk space.

In this setting, cooperation with the United 
Kingdom matters not as symbolism but as prac-
tical reinforcement. British experience in grids, 
offshore energy, nuclear delivery, cybersecuri-
ty, data centres, and AI enabled system control 
speaks directly to Poland’s current vulnerabili-
ties. The value lies in execution, not alignment 
on paper. Energy security now depends less on 
what Poland declares and more on how calmly 
and coherently its system can respond when 
something breaks.
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